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INTERNATIONAL COOPERATION IN COMBATING CRIMINAL OFFENCES IN THE FIELD
OF INFORMATIZATION AND COMMUNICATIONS

Abstract. Cybercrimes can be committed by criminals anywhere in the world where there is an Internet
connection. The negative consequences of cybercrime can be felt outside the country where the criminal lives. The
transnational nature of this crime challenges traditional notions of jurisdiction and requires cooperation between
criminal justice officials worldwide. The necessity and validity of collaboration within the framework of international
organizations are due to the global spread of this type of crime. International cooperation in cybersecurity should
be systematic, holistic and consistent. Despite these and other successful joint efforts of the countries, there
are currently obstacles standing in the way of international cooperation in the fight against cybercrime. This
article discusses the concepts of sovereignty and jurisdiction concerning cybercrime, mechanisms of international
cooperation, and problems related to the implementation of international collaboration.

Keywords: cyberspace; jurisdiction; international cooperation; cybercrime; European convention; information
and communication technologies; telecommunications; Internet.
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AKNAPATTAHObIPY XXOHE BAUNAHbIC CANACbLIHOAFbI KbINIMbICTbIK K¥KbIK
B¥3YLWbIbIKTAPFA KAPCbI KYPECTET XAJIbIKAPAJIbIK bIHTBIMAKTACTbIK

AHHoTauuA. KnbepkbinMbicTapabl KbiNIMbICKEPNEP WHTEPHETKE Kipy MYMKiHAir 6ap anemHiH ke3 KkenreH
XepiHoe xacan anagbl. KnbepKblnMMbICTbIH, Tepic cangapbl KblIMbICKEP TypaTbiH €ngeH TbIC Xepae cesinyi
MYMKiH. Byn KbINIMbICTbIH TPaHCYNTTbIK cuMNaTthl OPUCOMKLUNSAHBIH OSCTYPNi MaesnapbiHa Kapcbl Typaabl XoHe
Oykin anemM GoMbIHLIA KbINIMBICTLIK COT TOPENiri XKYNECIHIH KbI3MeTKeprepi apacbiHAa bIHTbIMAKTACTbIK OpHATY bl
Tanan etefi. Xanblkapanblk yibiMaap WeHOepiHaeri bIHTbIMaKTACTbIKTbIH K&XKETTINiri MeH Heriaginiri KbINMbICTbIH
OCbl TYPiHiH )ahaHapblK TapanybiHa 6annaHeicTbl. Kubepkayincisgik canacbiHaarbl Xanbikapasblk bIHTbIMaKTaCTbIK
Xyneni, Tytac eHe AanekTi bonyra Tuic. Engepain ocbl xeHe Gacka ga TabbICTbl OiprieckeH Kyll-xirepiHe
KapamacTaH, Kasipri yakblTTa KMOEepKbINIMbICMEH KypecTe Xanblkaparblk bIHTbIMAKTACTbIK OmnbliHAA ani ge
kepeprinep 6ap. byn makanaga knbepkbIIMbICKa KaTbICTbl ereMeHAIK NeH PUCAMKLMS YFbiIMOaphbl, Xanbikapanblk
bIHTbIMaKTaCThIK TETIKTEPI, COHAAN-aK Xarblkaparnblk bIHTbIMAKTaCTbIKTbI )Ky3ere acbipyra 0annaHbICTbl Macenenep
KapacTblpbinagbl.

TyniHai ce3pep: KNOEPKEHICTIK; PUCONKLUS; Xarnblkapanblk bIHTbIMaKTacTblK; KMOEPKbINIMbIC; eyponarnbik
KOHBEHLMS; aknapaTTbIK-KOMMYHUKaUUSbIK TEXHONOrUsNap; TeNeKOMMYHUKaALUS; MHTEPHET.

A.K. Kamb6apos, E.H. BanryngnHoB
Alikhan Bokeikhan University, e. Cemel, Pecriybnuka KazaxcmaH

MEXAYHAPOOHOE COTPYAHUYECTBO B BOPbBE C YIOJIOBHbIMU
NMPABOHAPYLWEHUAMU B COEPE MHO®OPMATUSALIUN N CBA3U

AHHoTauus. KubepnpecTynneHus MOryT CoBepLIaTbCsl NPecTynHMKamMu B 1060 ToUKe MUpa, T4e eCTb BbIXOA
B MIHTepHeT. HeratueHble NocneacTeust KNGepnpecTynHOCTV MOTYT OLLYLLATLCSA 3a NpeaeriaMmmn CTpaHbl, B KOTOPOW
MpOXXMBAET MPecTyrnHUK. TpaHCHaUMOHarbHbIV XapakTep 3TOW MPEecTyNnHOCTM GpocaeT Bbi30B TPaAMUMOHHBIM
NPeacTaBrneHnsIM O OPUCAMKUMM 1 TpebyeT HanaXxuBaHUsi COTPYAHWYECTBa Mexdy COTPYAHUKaMu CUCTEMb
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YrONMOBHOrO MnpaBocyausi No BceMy mMupy. HeobxogumocTb M OBOCHOBAHHOCTb COTPYAHWYECTBA B pamkax
MeXOyHapOAHbIX OpraHm3auui obycrnosneHa rnobanbHbIM pacnpocTpaHeHMeM OAaHHOro BuAa MPecTyrnHOCTU.
MexayHapogHoe coTpyaHMYecTBOo B cdepe knbepbesonacHOCTU AOMKHO ObiTb CUCTEMHBIM, LEMOCTHbIM
1 nocneposaTenbHbiM. HeCcMOTpst Ha 3TW W Apyrue ycnelwHble COBMECTHble YCWUMWs CTpaH, B HacTtosiee
BpeMs CyLLECTBYIOT NPensaTCTBUSA, BCe elle CTosWMe Ha NyTU MexXayHapodHOoro cotpyaHudectsa B 6opbbe ¢
KnbepnpecTynHOCTbIO.

B paHHOM cTaTbe paccmaTpuBalroTCs MOHATUS  CyBepeHuMTeTa W IOPUCAMKUMM  MPUMEHUTENBbHO K
KnbepnpecTynHoCT, MeXaHW3Mbl MEXAYHapo4HOro COTpyAHMYECTBa, a Takke npobnembl, CBS3aHHblE C

ocyllecTBneHnemM MmexayHapoaHoro coTpyaHm4yecTaa.

KnioueBble crioBa: knbepnpocTpaHCTBO; FOPUCAMKLNSA; MEXAYHaPOAHOE COTPYAHNYECTBO; KMBEepnpecTynHOCTb;
eBponerickas KOHBEHLS; MHPOPMALMOHHO-KOMMYHUKALMOHHbLIE TEXHONOMM; TENEKOMMYHUKALUS; MHTEPHET.
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Introduction. Territorial sovereignty means
the complete and exclusive exercise by a
State of its rights and powers concerning
its geographical territory. The protection of
sovereignty is prominent in international and
regional legal documents combating cybercrime.
For example, the Arab League Convention
of February 15, 2012 on combating Crimes in
the Field of Information Technology can be
cited. In particular, article 4 of this Convention
reads as follows: «Every State Party shall
commit itself, subject to its own statutes or
constitutional principles, to the discharge of
its obligations stemming from the application
of this convention in a manner consistent with
the two principles of equality of the regional
sovereignty of States and the non interference
in the internal affairs of other States.»'.

Territorial sovereignty may extend to
cyberspace, in particular, to the infrastructure
of information and communication technologies
of States. State sovereignty may be violated
when third parties gain unauthorized access to
information and communication technologies
in foreign countries without the knowledge
and permission of the country in which the
information and communication technologies
are located and its law enforcement agencies.
Sovereignty is considered violated even if such
unauthorized access is carried out as part of
an investigation of a cybercrime committed in
another country when that country is trying to
identify the source of a cyberattack or prevent its
commission [1, p. 318].

Modernity is  characterized the

by

transformation of the system of international
relations and moving global currents.
Mechanisms of comprehensive governance are
improving, in the context of integration and the
economic and political state of states, information
factors play a large role. The development of
the information sphere becomes one of the
main factors affecting the development of
society and the state. Depending on the degree
of development of the information society, the
economy and protective capabilities of the state
function, the functional function of the institutions
of the state [2, p. 126].

The term computer crime was introduced
in the USA in the early 60s by D.B. Parker,
who identified a new type of crime in which a
computer is both the object of a crime since it
causes material damage by physical damage,
and an instrument of committing a crime when it
is used to obtain political or business advantages
[3, p- 215].

In the US Criminal Code, a computer crime is
defined as a series of activities using a computer
to extract benefits that caused or could cause
damage or direct illegal use of computers in the
commission of a crime or any criminal action
for the successful implementation of which
knowledge of computer technology is required.

A jurisdiction tied to sovereignty provides
States with the rights and powers to determine
and preserve the duties and rights of people on
their territory, ensure compliance with legislation
and punish violations of laws. States primarily
declare their jurisdiction over crimes committed
on their territory. Article 22 of the 2001 Council of

' Arab Convention on Combating Information Technology Offences, February 15, 2012 [Electronic resource] — Access mode: https://nsarchive.gwu.edu/
document/18573-national-security-archive-arab-convention (Access data:19.06.2023).
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Europe Convention on Computer Crimes states:
«Each Party shall adopt such legislative and
othermeasures as may be necessary to establish
jurisdiction over any offence established in
accordance with ... this Convention, when the
offence is committed: a in its territory».

Nevertheless, as Brenner and Kups rightly
point out, determining «whether a crime was
committed on the territory of a country is,
however, not an easy task when the crime was
related to the use of cyberspace» [4, p. 10].

Jurisdiction over cybercrimes is determined
by other factors, such as the nationality of the
offender, the nationality of the victim and the
consequences of cybercrime for the interests
and security of the State: «Legal framework
and human rights»), if only it is possible to
establish «the existence of a sufficient or
genuine link» between and the State exercising
jurisdiction» [5].

In accordance with these and other national
cybercrime laws, jurisdiction is established
mainly on the basis of the location of criminals
or victims and the consequences of cybercrime.

Materials and methods. The methodological
basis of the scientific article consists of general
scientific and individual scientific methods:
analysis, synthesis, description, generalization,
normative legal, formal legal, comparative legal
methods, and legal statistics data.

Results and discussion. The development of
the information sphere is becoming one of the
main factors affecting the overall social and state
action, which directly affects the effectiveness of
the functioning of state institutions, the economy
and the defense capability of states [6, p. 58].

The success of international cooperation
depends on the availability of unified national
legislation in combating cybercrime, providing
for criminal liability for cybercrime, and national
procedural legislation on cybercrime, which
establish the rules of evidentiary law and
rules for the conduct of criminal proceedings.
International cooperation can also be facilitated
by unifying bilateral, regional and multilateral
legal instruments related to cybercrime.
Accessiontoregional and plurilateral instruments
on combating cybercrime and their ratification is

also necessary to make these documents legally
binding for further familiarization with general
issues of international cooperation in the fight
against transnational organized crime.

The peculiarity of cybercrimes is their high
latency, that is, the emergence of new methods
of committing crimes creates difficulties due to
the lack of necessary legal, organizational and
technical means of proving them. Therefore,
the fight against cybercrime is conditioned by
the need for joint actions of the relevant state
operational impact services, special services
and law enforcement agencies. For this reason,
the big question is about the creation of new
bodies and organizations that control and
combat cybercrime, requiring, in turn, the training
of representatives and national personnel who
can be involved in the activities of transnational
bodies and organizations aimed at combating
cybercrime [7].

Bilateral, regional and multilateral treaties also
facilitate international cooperation in combating
cybercrime, provided that the relevant act is
mutually recognized as a crime. Without mutual
recognition of the relevant act as a crime and
unified laws, «safe havens» are created for
persons who have committed cybercrimes
where perpetrators cannot be prosecuted.
This could be observed in 2000 in the example
of the creator and distributor of the computer
virus «LOVE BUG», who could not be brought
to criminal responsibility since, at the time of
the incident, his actions were not considered a
crime in his country of residence.

Nevertheless, international cooperation is
still possible without a strict interpretation of
the requirement for mutual recognition of the
relevant act as a crime. Cybercrime is very much
a transnational crime. Urgent measures needed
to preserve data at the national level are also
necessary within the framework of international
co-operation.

«Chapter Il of the Convention on Cybercrime
provides a legal framework for international
cooperation with general and specific measures,
including the obligation of countries to cooperate
to the widest extent possible, urgent measures
to preserve data and efficient mutual legal
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assistance»?.

However, there are exceptions to the
requirement for mutual recognition of the
relevant act as a crime. For example, article
29 of the Council of Europe Convention on
Computer Crimes of 2001 does not require the
glory of the relevant applicable act as a crime
if it is necessary to «The authority seeking the
preservation», «The stored computer data to be
preserved and its relationship to the offence» on
the primary offences, listed in this Convention.
Article 29 provides for the right of States to
refuse a request for preservation in cases where,
within the framework of mutual legal assistance,
a condition on the qualification of an offence
as criminally punishable by both Parties is put
forward for crimes not listed in the Convention?.

In addition to the requirement of mutual
recognition of the relevant act as a crime, another
essential need for international cooperation
complies with international human rights law
obligations. A request for international aid may
be rejected if the requested State violates its
international human rights obligations due to
satisfying this request.

Infformal  mechanisms of international
cooperation, such as information exchange
between law enforcement agencies. The type
of information exchanged by law enforcement
agencies through unofficial channels varies
depending on the specific State. In Australia,
«the authorities have the opportunity to provide
the following types of assistance within the
framework of interdepartmental cooperation:
taking voluntary witness statements, conducting
voluntary interviews of witnesses, taking
voluntary testimony by video link, accepting
foreign police officers conducting investigations
in Australia, exchanging operational data,
carrying out physical surveillance, obtaining
criminal records or obtaining publicly available
materials». Other countries agree to share some
personal data [8, p. 88].

Informal cooperation mechanisms facilitate
the rapid exchange of information between

law enforcement agencies. In addition, 24/7
networks are created to receive urgent requests
for digital evidence and promote international
cooperation. Informal channels of cooperation
are mainly used to obtain legal and technical
advice and assistance in cases related to
cybercrime and not for requests for digital
evidence collection. For example, in Japan, bids
for information through unofficial channels can
be executed only if the requesting country does
not intend to use this information as evidence.
If a government wants to use this information
as evidence, sending an official request for
mutual legal assistance is necessary. Digital
evidence obtained through these channels may
be declared inadmissible in the national courts
of the requesting State if the evidence protection
system is not maintained.

Requests for assistance within the framework
of international cooperation may also be rejected
due to procedural requirements. Consider, for
example, practical methods of storing, securing
and accessing data. The execution of a request
for the provision of data stored by Internet and
communication service providers depends
on the terms of service, privacy policy and
business practices of the service provider*. In
this regard, service providers differ not only in
the type of data they store but also in the period
of their storage, Twitter and the «Data Policy»
(«Data Usage Policy») Facebook for more
information). Data storage and access policies
also vary depending on national, regional and
international data protection laws.

Requests for data security are sent to service
providers by law enforcement agencies to
preserve data before it is deleted or modified
in any way. The procedure for obtaining access
to the stored data is prescribed in national
legislation. Legal orders, if any, are required
to obtain various data from service providers,
varying depending on the specific country.
For example, in the United States, subpoenas
and court orders are required to obtain non-
content data and search warrants are required

2 International Cooperation against Cybercrime [Electronic resource] — Access mode: https://www.coe.int/en/web/cybercrime/international-cooperation (Access

data:19.06.2023).

3 Convention on Cybercrime. Budapest, 23.11.2001 [Electronic resource] — Access mode: https://rm.coe.int/1680081561 (Access data:19.06.2023).

4 UNODC. Draft Comprehensive Study on Cybercrime / Comprehensive study of the problem of cybercrime and responses to it by Member States, the
international community and the private sector [Electronic resource] — Access mode: https://www.unodc.org/documents/organizedcrime/UNODC_CCPCJ_

EG.4_2013/UNODC_CCPCJ_EG4_2013_2_E.pdf (Access data: 04.04.2023).
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to obtain content-related data. «The ECPA, as
amended, protects wire, oral, and electronic
communications while those communications
are being made, are in transit, and when they
are stored on computers»®.

In addition, in certain situations determined
by national legislation, voluntary disclosure
of information by Internet service providers
is allowed without legal orders [9, p. 232]. An
example of such a situation is an emergency
request for data to prevent serious bodily injury
or death. If service providers refuse to provide
the requested data voluntarily, then under certain
circumstances and depending on the specific
case, the required evidence, the burden of proof
and national legislation, these service providers
may be forced to provide this information under
the procedure provided by law.

Even with formal and informal mechanisms
of international cooperation, problems arise
when identifying and collecting digital evidence
stored in cloud storage and from other service
providers. The problem with cloud computing is
that it's hard to know where the data is stored.

Cloud data can be fragmented and stored
in different locations and several countries.The
example of the case United States v. Microsoft
can illustrate this problem of data fragmentation.
As part of the investigation into the case, the
U.S. government issued a search warrant under
the U.S. Stored Communications Act of 1986
to obtain evidence in a drug trafficking case.
Microsoft granted this request by transferring
relevant non-content data stored on servers in
the United States. Still, it did not provide the
US government with relevant content-related
data, since it was held in Dublin's Microsoft data
center.

The effectiveness of international cooperation
depends on the ability of States to comply with
requests for evidence in such a way as to ensure
the admissibility of this evidence in court. To do
this, it is necessary to have qualified specialists
in the field of cybercrime who can provide the
receipt of proof following national standards
of evidentiary law and the rules of criminal
procedure. However, there are not enough
such specialists. Moreover, countries worldwide

lack the national capacity needed to combat
cybercrime.

This lack of national capacity results from
a lack of human, financial and technical
resources. Firstlyy, many countries lack a
sufficient number of qualified specialists to
conduct investigations of cybercrimes, as well
as to prosecute cybercriminals and consider
requests for assistance in the framework of
international cooperation in cases related to
cybercrime. Secondly, countries may lack the
financial resources necessary to recruit, hire and
retain qualified personnel, as well as to organize
regular and up-to-date training for cybercrime
investigators and other relevant specialists.
Thirdly, countries lack the necessary material
base to analyze digital evidence and the funds
to purchase the equipment and digital forensics
tools for properly investigating cybercrime
[10, p. 126].

To address the national capacity deficit,
partnerships have been installed and continue
to be established with national, regional and
international organizations, as well as private
companies, to provide financial, personnel
and technical assistance on issues related to
cybercrime to countries in need of such aid.
Help and support their efforts to develop national
capacities combating cybercrime.

Per United Nations General Assembly
resolution Ne65/230, resolution Ne22/8 of the UN
Commission on Crime Prevention and Criminal
Justice «United Nations Office on Drugs and
Crime, on the basis of the needs of requesting
States, to strengthen partnerships for technical
assistance and capacity-building to counter
cybercrime with Member States, relevant
organizations, the private sector and civil
society», «United Nations Office on Drugs and
Crime to serve as a central data repository of
cybercrime laws and lessons learned with a view
to facilitating the continued assessment of needs
and criminal justice capabilities and the delivery
and coordination of technical assistance»,
UNODC is mandated to assist States in
combating cybercrime by providing technical
training for capacity-building and implementing
cybercrime prevention programmes and

5 Electronic Communications Privacy Act of 1986 (ECPA) [Electronic resource] — Access mode: https://bja.ojp.gov/program/it/privacy-civil-liberties/authorities/
statutes/1285#:~:text=The%20ECPA%2C%20as%20amended%2C%20protects,conversations%2C%20and%20data%20stored%20electronically (Access data:

19.06.2023).
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awareness-raising campaigns. These training,
programs and campaigns are necessary
because they offer long-term solutions to the
existing national capacity shortage by increasing
the knowledge, skills and capabilities needed to
conduct cybercrime investigations®.

Conclusion. Mutual recognition of the relevant
actas acrime and unification of national, bilateral,
regional and multilateral laws on cybercrime is
essential for international cooperation. Even if
there is a requirement for mutual recognition
of the relevant act as a crime and unified
laws, international cooperation cybercrime
investigation may be complex. The situation is
aggravated by the lack of agreements regarding
the timely collection and preservation of digital
evidence and their exchange between countries

through official cooperation mechanisms.
Countries worldwide also lack the national
capacity to investigate cybercrimes in terms of
human, financial and technical resources. In
addition to the problem of the lack or shortage
of the necessary funds, qualified personnel,
specialised equipment and tools for conducting
investigations of cybercrimes, there are also
no generally accepted standards and protocols
related to digital forensics and evidence
collection that ensure the admissibility of digital
evidence in the national courts of cooperating
countries. Only a multilateral approach aimed
at solving the problems mentioned above can
improve the quality of international cooperation
in cases related to cybercrime.
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