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K BOMPOCY BbIABJIIEHUA U PACCINEAOBAHUA TEPPOPUCTUYECKUX U
3KCTPEMUCTCKUX NPECTYMJIEHUU B CETU UHTEPHET

AHHOTauuA. B cratbe paccmartpuBaloTcsi MPoOnemMbl BbISIBEHUS U paccnefoBaHUsA SKCTPEMUCTCKUX U
TEPPOPUCTUYECKMX MPECTYMNIIEHUNA, COBEpPLUAEMbIX C MOMOLLBIO rrnobanbHoM ceTn MHTepHeT. ABTOpbI CTaTby
obpawiatoT BHMMaHME uuTaTens Ha MWCMONb30BaHME BO3MOXHOCTENM BCEMWPHOW MNayTWMHbI MPECTYMHbIMM
opraHuM3auusMuM, B TOM YUCIIE SKCTPEMMUCTCKOM M TEPPOPUCTUYECKOW HarnpaBreHHOCTU, CrMocOoObl COKPbITUS
HE3aKOHHbIX [OENCTBUA C LEemnbio nepegadn coobLleHni M BOBMEYeHUss obliectBa B MPOTUBO3AKOHHYHO
OEeATenbHOCTb.

B TO e Bpems aBTOpbl AaloT peKkoMeHOauuu AN MPaBOOXPaHUTENbHbLIX OPraHoB MO  BbISIBNEHUIO
NPOTMBOMPAaBHOW AEATENbHOCTM B CETU WHTEPHET U MPECEYEHUNI0 SKCTPEMUCTCKMX WU TEPPOPUCTUYECKMX
NPecCTynIeHnn, coBepLlaemMblX NOCPEACTBOM ceTu VHTepHeET. K nx 4ncny MOoXXHO OTHECTU MOHUTOPUHT MHTEPHET-
NPOCTpaHCTBA MyTEM WCMOMb30BAHUSA MWCKYCCTBEHHOINO WHTENMEKTa [ONsi aHanmMsa OrpoMHOro KonmnyecTtea
MHOpPMaUnK, codepXalmenca Ha WHTepHeT-pecypcax, couuanbHblX rpadoB Ans M3ydeHus npodunen
KOHKPETHbIX Morb3oBaTenen couuarnbHbIX CeTeN C LEenbi BbISBNEHWUS NUL, COBEpLUALWMX MNPecTynreHns
3KCTPEMUCTCKOrO N TEPPOPUCTUHECKOIO XapakTepa.

ABTOpbl a@KUEHTUPYKOT BHUMaHWE Ha HeobxoguMocTb NpPOdECCMOHaNbHOro OOy4YeHUs COTPYOHWKOB
NpaBOOXPaHUTENbHBIX OPraHoB AMsi MOBbIWEHUS 3PMEKTUBHOCTM UX paboTbl MO BbISBIEHUIO U NMPECEYEHMIO
AKCTPEMUCTCKOMN N TEPPOPUCTUYECKON AeATENBHOCTN B IHTEPHET-NPOCTPaHCTBE.

KnroueBble cnoBa: TeppoOpUCTUYECKOE MPEeCcTynfeHne; 3SKCTPEMUCTCKOE MPECTYNiieHne; MOHUTOPWHT;
coumanbHbIn rpady; MCKYCCTBEHHbIN MHTENNEKT; GrnokyenH; canT; IP-agpec; aHann3 gaHHbIX; paccregoBaHue;
BbISiBMNEHME.

[.B. KanHasapoBa, A.A. KanueB
KasakcmaH Pecniybniukacbl bac npokypamypacbiHbIH XaHbIHOarbl
KvkbIK Kopray opeaHOapbl akademusicbl, Kocuwibl K., KasakcmaH Pecriybnukacsi

MHTEPHET XENICIHAE TEPPOPUCTIK XXOHE 3KCTPEMUCTIK
KbIJIMbICTAPAbI AHBIKTAY XXOHE TEPIEY MOCEJIECIHE

AHHOTauua. Makanaga fanamgplk VIHTEpHET >enici apKpifbl >acanfaH 3KCTPEMMCTIK XoHe TEepPOPUCTIK
KblIMbICTapAbl aHbIKTay XoeHe Teprey macenernepi kapacTbipblnagsl. Makana aBToprapbl OKblpMaHHbIH, Ha3apblH
KbINMMbICTbIK ybIMAApAbIH Gykinanemaik FfanamTop MyMKIHAIKTEPIH, COHbIH iLLiIHAE 9KCTPEMMUCTIK XKoHE TEPPOPUCTIK
BarbITThl, Xabapnamanap 6epy XoHe KoFraMAbl 3aHCbI3 opeKeTTepre TapTy MakcaTblHOA 3aHCbI3 apekeTTepai
Xacblpy TocingepiH nanganaHyra ayaapagpl.

CoHbimMeH Bipre aBTOpnap Kykblk KOpFay opraHgapblHa MHTEPHET XeniciHaeri 3aHCbl3 apekeTTepdi aHbiKTay
XoHe VIHTepHeT xenici apKbirbl )xacanfaH 3KCTPEMUCTIK )KOHE TePPOPUCTIK KbINTMbICTapAblH XOIbIH Kecy BoMbIHLLIA
ycbiHbIcTap Gepeni. Onapra WHTepHeT-pecypcTapdarbl aknapaTTblH YNIKEeH KenemiH Tangay YLWiH >kacaHdbl
WHTENNEKTTi, 9KCTPEMUCTIK XOHe TEeppOopUCTIK CunaTtTarbl KbIIMbIC Xacaylibinapgbl aHblKkTay MakcaTblHOa
aneymeTTIK Xeninepai HakTbl NangananyLwbinapAbiH NPodunNbAEpPiH 3epTTeyre apHanfaH aneyMeTTik rpadTapabl
Tangay apkbinbl UHTEPHeT-pecypcTepai bakbinay kipegi.

ABTOpNap KyKkblk KOpfay oOpraHgapblHblH, Kbl3MeTkeprepiH VHTepHET — KeHICTIKTeri SKCTPEeMMUCTIK >KaHe
TEPPOPUCTIK SpeKeTTepai aHbIKTay XaHe XOIbIH KECY XOHiHOEr XYMbICTapbIHbIH TMIMAIMITH apTThIpy YLUiH KaCiou
OKbITY KaXeTTiniriHe Ha3ap aygapagbl.

Tyninai cespep: TEPPOPUCTIK KbINIMbBIC; 3KCTPEMUCTIK KbIFIMbIC; MOHUTOPWHT; oneyMeTTiK rpad; xacaHgpl
WHTENNeKT; briok4yenH; canT; IP-mekeHxan; gepekrtepai Tangay; Teprey; aHblkray.
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TOWARDS THE DETECTION AND INVESTIGATION OF TERRORIST AND EXTREMIST
CRIMES ON THE INTERNET

Abstract. The article deals with the problems of identifying and investigating extremist and terrorist crimes
committed using the global Internet. The authors of the article draw the reader's attention to the use of the
possibilities of the World Wide Web by criminal organizations, including extremist and terrorist ones, ways to
conceal illegal actions in order to transmit messages and involve society in illegal activities.

At the same time, the authors provide recommendations for law enforcement agencies to identify illegal
activities on the Internet and to suppress extremist and terrorist crimes committed via the Internet. These include
monitoring the Internet space by using artificial intelligence to analyze a huge amount of information contained
on Internet resources, social graphs to study the profiles of specific users of social networks in order to identify
persons committing crimes of an extremist and terrorist nature.

The authors emphasize the need for professional training of law enforcement officers to increase the
effectiveness of their work to identify and suppress extremist and terrorist activities in the Internet space.
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BeeoeHue. [losiBneHve WHTepHeTa pano
YyenoBe4yecTBy bonbLune BO3MOXXHOCTW,
Kak B pasBUTUN NHPOPMAaLIMOHHO-

KOMMYHUKALMOHHBIX TEXHOMOM, Tak U CaMoro
obwectea. Ho BmecTte c Tem, rnobanbHas
CeTb npuHecna ¢ cobon M MHOXECTBO HOBbIX
yrpo3. OpgHa M3 HMX pacnpocTpaHeHue
B cetn VHTepHeT TeppopucTudeckon wu
9KCTPEMUCTCKON  MHGOopmaumn. BcemunpHas
nayTuHa cTtana pAang Takux opraHusauumn
NNOWAAKOM  Ans  KOMMYHUKaUUn  Mexay
cobon 1 BOBMEYEHUS B CBOU psibl BCE HOBbIX
CTOPOHHMKOB  CBOMX  OKCTPEMMUCTCKMX W
TEPPOPUCTUYECKMX NOEN.

B  HacTtosilee BpemMA  COBpPEMEHHbIE
TEXHONMOMMN,  WHTEPHET WU cheumanbHoe
nporpammHoe obecneyeHne MO3BOMSAKT He
TONMbKO 3KCTPEMUCTAM U TEPPOPUCTaM, HO W
ApYyrMM  NpecTynHbiM  coobliecTBam  4epes
paccTosiHUS CcOoBepLUaTb CBOW MPEeCTYNIeHus,
CKpblBaTb cnegbl  CBOMX  MPOTMBOMNPAaBHbLIX
AEeNCTBUN, TaWHO nepegaBaTb MHMOpMaUUo
no BCEMY MMUPY, UCMOMb3ys MHOFOYUCHEHHbIE
LWMppOBaHHbIE KaHarnbl CBA3MN.

Bce 910 pgenaer npouecc BbISBMNEHWS
n npece4vyeHns NPecTynHbIX  OeNCTBUN
9KCTPEMUCTCKUX n TEPPOPUCTUYECKMX

opraHusaumin 6onee CroXHbIM.

3adayu u  uenu. OcHoBHas Luenb
nybnukaumm — wuccnegoBaHue rnobanbHOM
CeTU WHTEPHET C TOYKM 3peHUs nroLagaku
AN COBEpLIEeHUs1  pasfnU4YHbIX  YroNOBHbIX
npasoHapyLweHnn. OCHOBHOM 3aayent cTaTby
ABNSIETCA BblAENEHNEe KMYeBbIX npobnem
NpoTUBOLENCTBUSA TEPPOPUCTUHECKUM n
9KCTPEMUCTCKUM MPECTYMMEHNAM.

MemoOdbI  uccrnedogaHus. B
MCMonb3oBanUCb  Takue MeToabl
nccnegoBaHus, Kak — JIOrMYeckui
NHOYKUNS N CUHTES.

Pe3ynbmambi/obcyxoeHue. PasnnyHble
9KCTPEMUCTCKME n TeppopucTU4eckmne
opraHusaumMm  Ucnonb3ylT  VIHTepHeT, Kak
nnowaaky  Ans  OCYLUeCTBMEHUA  CBOEeW
HEe3aKOHHOW [OEeATEeNnbHOCTM, a WMEHHO B
obecneyeHnn KOMMYHUKaLMM MeEXAYy CBOMMMU
4yrieHaMu 1 pasMeLLeHN Ha UHTEePHET-pecypcax
NPOTUBONPAaBHOMN MHGOPMaLINNA.

Ha a1o obGpallaetr cBoe BHUMaHMe 1 aBTop
crtatbu «Peannsaums mep no npoTMBOAENCTBUIO
akcTpemnamy B cetn NHTepHeT» A.A. Kypuyes.
OH roBOopUT O TOM, 4TO SKCTPEMUCTCKME
N TeppopucTUYeckne  opraHusaumm  Onsg
NnpuBreYeHns HOBbIX agenToB B CBOK cpeny,
BbIHY>KAEHbl  UCMOMb30BaTb  COBPEMEHHbIe
TEXHONMormn, Takne kak cetb «WHTepHeT» [1,

pabote
Hay4HOro
aHanms,
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127 cTp.].

MmaBHbIMMK yrposamu, c KOTOpbIMU
CTONKHYNNCb npaBoOOXpPaHUTENbHbIE n
creumanbHble opraHbl BCeX rocygapcTs cTanu:

- UCMNOMb30BaHne WHTepHeTa ans
pacnpocTpaHeHUss  HEe3aKOHHOr0  KOHTEHTa
M HOBbIX agenToB B CBOM MpPECTYrHble
cooOLecTBa;

- KoopAMHaums 1 NnaHMpoBaHWe Teppopuc-
TUYECKUX aKTOB;

- MCNOSIb30BaHME BO3MOXHOCTEN pasnny-
HblX KPUNTOBANMKT WM CUCTEM NnaTexen
AN (PUHaAHCUPOBAHUA  3KCTPEMUCTCKON U
TEPPOPUCTUYECKON OEATENBHOCTEN;

- MCNONb30BaHMe nnoLanok pac-
NPOCTPaHEHHbLIX CcouManbHbIX CeTen  Ans
pasmMeLleHns BUOEO, coaepXalimx Yrposbl U
3asiBreHuns, a Takke ans obmeHa nHdopmaumen

mexay yneHamu TeppPoOpPUCTUYECKON
opraHusaumu.
B oaTor cBA3M BMAMUTCA HeobxoauMMbiM

ycuneHne 6opbObl C 3KCTPEMUCTCKUMU U
TEPPOPUCTUHECKMMU MPECTYNIIEHUSMN B CETU
NHTepHerT.

Ha CerogHALHNN OeHb npasooxpa-
HUTENbHbIE W  creuuanbHble OpraHbl  BO
BCEM MUpPE BbIOENSAIOT HECKONIbKO OCHOBHbIX

npobnem NpoOTUBOLENCTBUSA AaHHbIM
NpecTyneHnsaMm, TpebyroLnx NpUHATHNE
peLeHunn.

lNepsasi. WHTepHET unn Kak ero wuHorga
HasblBalOT BCEMMpPHasi NayTMHa —  3TO
rmobanbHass CeTb  COEOMHEHHbIX  Mexay
cobon YyCTPOWCTB (komnblOTEPOB),
B3aMMOLENCTBYOLLNX mMexay cobom "
npefocTaBnAlWMX 4Yepe3 HUX JocTyn K

pasnuYHbIM WHTEPHET-pecypcaM. BbisiBneHue
NPecTynneHnn, coBepLlaemMblX MNOCPEACTBOM
CETU UHTEPHET BCEraa Bbi3blBano 3aTpygHeHue
n3-3a CIIOXXHOCTK onpefeneHns: mecTta, oTkyaa
OENCTBYET MNPECTYMHUK UMM NPEecTynHble
coobulecTBa, YCTPOWCTBA, KOTOPbIM  OHU
Nonb3yKTCA U HEMOCPEACTBEHHO CaMoro nuua,
OTBETCTBEHHOrO 3a Takne AesHUS.

Ecnrn  no  0OblMHBIM  NpecTynfieHusam
NpaBOOXPaHUTENbHbIE " cneumanbHble
opraHbl UMEKT OonpedeneHHbIN OMnbIT MOouCKa

n cbopa [OoKasaTenbCTB, paccregoBaHus
M  YCTaHOBMEHWA  BWMHOBHOIO nuua, TO
no YTrOMOBHbIM npaBoHapYLLEHUSAM,

COBEPLUEHHbIM C  WCMNOMb30BaHWEM  CETU
MHTEepHET 1 COBpPEMEHHbIX WH(OPMAaLNOHHO-
KOMMYHMWKALMOHHbIX TEXHOMOMMN UM TpebytoTcs
crneymnarnbHble NO3HAHWS.

Taknumun NO3HAHMAMMN ABMAIOTCS
TeXHM4Yeckme OCOBEHHOCTU YCTPOWCTB, CeTewn,

VIHCbOpMaLI,VIOHHbIX CUCTEM, ncnorb3yembliX
npecTynHnKamm, NMCUxonorna JINYHOCTHU
vy, coBeplarwmnx npectyniieHna JaHHOM

KaTeropum.
YuyuTbiBasgs 37O MNpaBOOXPaHUTENbHbIE U
crneumanbHble opraHbl NPUBEKaKT K CBOUM
paccrnegoBaHusiM crieunannctoB B obnactu IT-
TEXHOMOMNIA, KOTOpble HauYMHaKT CBOK paboTy
B MepBylo ovepeab ¢ onpeneneHus IP-agpeca
YCTPOWCTBA, KOTOpOoe ObINo 3a4enCcTBOBAHO:

- B pacrnpoCcTpaHeHun WHgopmaumm B
WHTEpHEeTEe nocpencTBaM couuManbHbIX CeTen
NN CaMblX pacrnpoCcTpaHeHHbIX MECCEHXEPOB;

- B pa3meLleHM NPOTMBOMNPaBHOIO KOHTEHTa
Ha onpegeneHHOM UHTEpPHEeT-pecypce.

IP-agpec — 9TO yHUKanbHbIN HOMEpP WIU
noeHTMdukaTop yCTpoucTtBa (KOMMblOTEpa,
nnadwera, HoyTbyka, coToBOro TernedgoHa),
NOAKIMOYEHHOTO K CeTU VIHTepHeT.

OH nosBonsieT [OaHHbIM  YCTPOMCTBaM
obmMeHuBaTbcs  Mexagy cobor  AaHHbIMM,
onpegensitb NyTb, MO KOTOPOMY 3TW OaHHbIE
OOSMKHbI MATU B CETU, MAEHTUMLMPOBATL APYr
Apyra.

IP-agpec moxeT 6bITb ABYX BMAOB: oopmaTta
IPv4, coctoqawmm ns 4-x 6antos (192.168.0.1)
n ¢dopmara IPv6, coctosawmi mu3 8 rpynn no
4 cumeona (2001:0db5:0000:34a2:0000:7a
3e:0730:7557).

MpecTtynHble coobuwecTBa B HacTosiLlee
BPEMS HayyurnuMCb He TOMbKO  CKpbIBaTb
peanbHbln IP-agpec, HO M He nokasbliBaTb
YCTPOWCTBO B CETU UHTEPHET, UCMOSb30BaHHOIO
ANS COBepLUEeHUs MPEeCTynfeHnn, 4To agenaet
npouecc naeHTudmkaumm npecTynHuKa
NpakTM4yeckn He BO3MOXHbIM. K cpeactsBam
aHOHUMM3aLUN (cokpbITHS) IP-agpeca
OTHOCATCHA pasfuMyHble aHOHUMan3epbl Wnx
VPN-cepBepa, CKpblBaloLue pearbHbIN
IP-agpec [2, 51 cTp.].

Kpome TOro, npectynHUKM C NMOMOLLbIO TeX
Xe TeXHUYecKuMx cneuunanucToB, paboTaromx
Ha OKCTPEeMUCTCKME U  TeppopucTUyeckue
opraHusaumu, Hay4unmuco MCNonNb30BaThb
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nognoribHble CanTbl U 3alluLeHHbIe cepBepa,
ansa Toro, 4tobObl  NPaBOOXPaHUTENbHbLIM
opraHam ObIO TSXENo WX OTCneanTb WUnu
3abnoknposarb.

HekoTopble Takne nNpecTynHble opraHn3aumm
Ansi pacnpocTpaHeHUsi He3aKOHHOIO KOHTEHTa
B VIHTepHeTe ncnonb3yoT ele n wngposaHme
AaHHbIX C NOMOLLbIO Pa3fNUYHbIX KOMMbOTEPHbIX
nporpamMm u anropuTMOB LUMGPOBAHUS, YTO
obecneymBaeTr MM [JOMOMHUTENbBHYKO 3aluTy
CBOMX COOBLLIEHNI OT NepexBaTa h MOHUTOPUHTa
NpPaBOOXPaHUTENMbHLIMXU U cheuuanbHbIMK

opraHamu.

Bmopas. [MpaBooxpaHuTenbHble "
crneyunanbHble  OpraHbl  CTankuMBalwTCcs C
npobrnemor npocnywmMBaHus U NPOCMOTpa
WHGOopMaunn, nepegaBaeMon nocpencTBoOM

ceTn WHTepHeT, B CBA3N C MCMONb30BaHNEM
npecTynHbiMK coobuiecTBamu  3awmngpoBaH-

HbIX KaHalioB CBA3WN. Hanpmmep, C uenbro
UCKIMKOYEHNA NOCTOPOHHUX InUL Ha CBOUX
SKCTPEMUCTCKUX " TEPPOPUCTUHECKNX
MHTEepHeT-pecypcax, NPEeCTYNHUKA cTanu
ncnonb3oBaTb TakK Ha3biBaeMble «KINK4n
akKTnBaunm».

Nx CyTb 3aKrn4aetcaA B TOM, 4YTO TeE

WHTEPHET-NOMb30BaTeNN, KOTOpPble HE WMEIT
cneumanbHbln - WKMdp (Naponb), He MOryT
nonyyYnTb [JOCTYN K KOHKPETHbIM pecypcam
canTa.

Tpembs. [MpaBooxpaHuTenbHbIE "
crneumanbHble opraHbl HecBOEBPEMEHHO
BbISIBNSAIOT W MNPUHUMAKOT Mepbl K canTawm,
pacnpoCTPaHALWMM  HE3AKOHHbIN  KOHTEHT
9KCTPEMUCTCKOro n TEPPOPUCTUYECKOTO
Xapaktepa. OTO CBf3aHO C TeM, 4TO
HeKoTopble CBOW MpecTynneHus B VIHTepHeTe
9KCTPEMMUCTCKME n TeppopucTnyeckme
opraHusaumm coBepLiaroT B TeyeHue
HECKOJSTbKMX MWHYT, MOCIe Yero CKpbIBalT UNu
yaansawT CBOW crefbl B CETU.

Bonee TOro, Ha Kaxabll BbIABNEHHbIN
N 3abrnoKMpOBaHHbLIA  CaWT, CcoAepKaLiun
NPOTMBOMNPABHbLIA KOHTEHT, 9KCTPEMUCTCKNE W
TEPPOPUCTUYECKME OpraHn3aunm OTKpbIBaKOT
ABa Opyrux canTa, pacnpoctpaHss B IHTepHeTe
WHOPMaLMIO O HUX, MPenoCTaBnsAst CCbIfKy
AN MOMEHTanbHOro nepexoda U ckadmBaHuA
HE3aKOHHON WHMOPMaLNN SKCTPEMUCTCKOIO U
TEPPOPUCTUYECKOrO Xapakrepa.

Bce aTn meToabl coBepLueHns npecTynneHnm
NPenaTCTBYET CBOEBPEMEHHOMY BbISIBIEHWUIO
N MpeceyeHuro MpPecTynHOW LesTeNbHOCTU
TakMx opraHusaumin B cetn VIHTepHeT, a Takke
NPUBNEYeHNs BUHOBHbIX fNL, K YCTaHOBIEHHOM
3aKOHOM OTBETCTBEHHOCTM.

B atonM cBA3W, nNpaBOOXpaHUTESIbHbIE W
cneumanbHble opraHbl  AOSMKHbl  MOCTOSIHHO
COBEpLUEHCTBOBATb CBOW MpodheccnoHanbHble
HaBblkK, pa3BmBad |T-KOMNETEHUUM Takme Kak
NCrnorb3oBaHWe creumanbHOro nporpaMmmMHOro
obecneveHus ans adpdekTnBHOM paboTbl B
AaHHOM HarnpasrieHuMn.

K ux 4yucny MOXHO OTHECTU MnporpammMmHoe
obecneyeHune «IP Logger», KoTopoe
nossonsieT dopmMumpoBaThb KOpoTKMe
CCbIfIKM  AOns  onpegenenuss peanbHoro IP-
agpeca W COOTBETCTBEHHO reorpaduyeckoe
MECTOMOSIOXEHNEe YCTPOMUCTBA, MCMNONb3yemoe
npecTynHukom. [laHHasi nporpaMmma no3BonsaeT
cneposarento NnonyyYnTb NHpopMaumto,
HeobxoaMMmylo Ons  NPOAOIMKEHUS  Noucka
(po3bicka) nogo3peBaemoro: Bpems, gary, IP-
agpec, CTpaHy, ropoj, onepaumoHHy0 CUCTEMY
n 6paysep.

Kpome TOro, B apceHane cnegosaTens
AOMKHblI OblTb TakMe WHCTPYMEHTbI Moucka
N onpegeneHnsa reonokauum npecTynHuKa,
KaKk WHTepHeT-cepBucbl «2IP» wnnu «Whoisy,
nossonsioLwme cnegosarernto y3HaTb
paclwmpeHHyto uHgopmaumio no IP-agpecy
npecTynHMKka W camMoOe [faBHOE Yy3HaTb
Ha3BaHue npoeangepa (nocTaBLUMKa
ycnyr), 4epe3 KOTOPOro YxXe onpegenutb
TOYHbIE KoopauHaTbl MECTOHaxXoXAeHMs
nogo3peBaemoro.

Ha CEroaHsALWHUN OeHb UMetoTcH
cnegywwme cnocobbl gocTyna K 3akpbITbiM
WHTEPHET-pecypcam, pacnpoCTpaHALLNM
9KCTPEMUCTCKYHO n TEPPOPUCTUYECKYIO
UHopmauno B KMHTepHeTe, KOTopble MOryT
NCnonb3oBaThb npaBoOOXpaHUTENbHbIE n
cneumarnbHble OpraHbl.

1) Wcnonb3oBaHue cneymarnibHoro
nporpammHoro obecneyeHus ans nogbopa

naponemn (Hanpumep, «Hashcat») n
onpegeneHns cnocoboB WngpoBaHUA KaHanoB
nepegayn  MHdOpMauun, IKCTPEMUCTCKUMMU
n TeppopUCTUYECKUMU opraHvsaumsamm

(Hanpumep, Picocrypt).
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OTO NO3BOMSET MPaBOOXPaHUTENbHBIM U
cneumanbHbIM opraHam NPOHUKHY T B 3aKPbITble
MHTepHeT-pecypchbl, npoaHanu3vpoBaTb Mac-
CVMB [aHHbIX, NPOBECTM COOTBETCTBYHOLLYIO
aKcnepTnsy Ha npegMeT  copepXaHus
B HUX  3anpeLeHHOoMn 3KCTPEMMUCTCKOM
7 TEPPOPUCTUHECKON MHpopmaLunm 7
CBOEBpPEMEHHO B6r10KMPOBaTb K HAM LOCTY.

YuuTbiBasi, 4TO MNpecTynHble coobliecTBa
Hay4Mnmcb nonb3oBaTbCA noaaenbHbIMK
IP-agpecamn 1 BUPTyanbHbIMW  YaCTHbIMU
ceTaMn, HeobxoouMmo BoBfnekatb B paboTty
IT-cneymanucros, KOTOpble nomoratoT
COTPYAHMKaM NpPaBOOXPaHNTENBHbIX n
cneumanbHbIX  OpraHoB  pellatb  [aHHYyHo
npobnemy.

2) Wcnonb3oBaHne BO3MOXHOCTEN WHTEp-

HeT-npoBandepoB, a Takke BnagenbLeB
NHTEPHET-PECYPCOB, Ha KOTOPbIX
pacnpoCcTpaHAETCA  HE3aKOHHbIA  KOHTEHT.
MpaBooxpaHuTenbHbIE M creunanbHble OpraHbi
MMET npaBO B pamkax paccregyembix
YrOMOBHbIX Oen MO  3KCTPEMUCTCKUM U
TEPPOPUCTUYECKMM  MPECTYNNEHMAM  3anpa-

WMBaTb Y TakMX opraHu3auuin, npeaoctaBnsito-
wux ycnyrm NHtepHeTa 1 BnagenbLeB UHTEp-
HeT nnowagok, nHdopMauuo o6 ycTponcTeax
N ux Bnagenbuax C Uenbk BbISBAEHUA U
NPUBNEYeHNs BUHOBHbIX NUL, K YCTaHOBIIEHHOM
3aKOHOM OTBETCTBEHHOCTMW.

3) lNpaBooxpaHuTenbHblE U chneunanbHble
opraHbl  MOryT WUCMOMb30BaTb  PasfiMyHble
YA3BMMOCTMU, KaK B NPOrpaMmMHOM obecneyeHunn,
NCNonb3yeMOoM NPeCcTynHUKaMK, Tak Ha canTax,
roe pasmelleHa 3anpelleHHas U He3aKOHHas
nHdopmauums.

Ona MCMOSb30BaHUSA
NpaBOOXPaHUTENbHbIM n cneumanbHbIM
opraHam MoOrytT nomoub IT-cneynanucTbl
COOTBETCTBYHOLLIEIO npodcuns paboTbl.
Mx wnHorga HasbiBalOT «NEHTECTEpbI», T.e.
cneumnanucTbl Mo BbISIBIIEHUIO YA3BMMOCTEN B
WHJOPMAaLMOHHOM CUCTEME UIU NMPOrpaMMHOM
obecneyeHun.

[aHHble cneunanmcTbl HAXOAAT BO3MOXHOCTb
NMPOHVKHYTb HE3aMETHO Ha WHTEpPHEeT-CauT U
nony4ntb BCe Heobxoaumble cBegeHua Ans
NpPaBoOOXpaHUTENbHbIX U cneLumanbHbIX OpraHoB.

Momumo 3TOrO, ans BbISABMEHUs
n noeHTuduKaLmm 9KCTPEMUCTOB n

3TOro MeToaa

TeppopucToB B CeTU WHTEpHEeT, COTPYLHMKK
NpPaBOOXPaHUTENbHbIX U creumanbHbIX OpraHoB
OOSMKHbI NOCTOSIHHO NPOBOAUTL MOHUTOPUHT U
aHanu3 AaHHbIX B COLMarnbHbIX CETSAX, MOCKOMNbKY
OHM 4BMSKTCA CaMbIMU pacnpoCTPaHEeHHbIMN
nnowagkamm aOns  obmMeHa WHdOpMaUMEN.
[MyTem [aHHOrO MOHUTOPUHra BbIABMASKOTCS
YYaCTHUKM NPECTYMHbIX FPYNN U UX CBA3MW.

YuuTtbiBasi HayYHO-TEXHUYECKUA nporpecc,
COBpPEMEHHOE nporpaMMmHoe obecnedyeHne wu
BbICOKOCKOPOCTHOW WHTEPHET, C 3TOW 3agaden
yCneLHo cnpasnsieTcs NCKYCCTBEHHBbIN
WHTeNnnekT. VIMeHHO MeToabl  MalUMHHOIO
00yyeHuns, NO3BONSAIOT NPaBOOXPAHUTENbHbLIM
N cneuuanbHbIM OpraHam BbISIBASATb cpeau
OrPOMHOr0  KonuyectBa  WHopmaumm B
MHTepHETE HE3aKOHHbIN KOHTEHT, MNpPaBUibHO
KnaccuuumpoBaTtb CO0DLLEHNS, coaepxalume
9KCTPEMUCTCKYHO n TEPPOPUCTUYECKYHO
MHdopMaLno.

YCTaHOBMNEHNE CBA3EN MeXAy ydacTHUKaMm
NpecTynHbIX CcoOOLWEecTB wurpaeT Hemarno-
BaXXHYIO poOfb B BbISBIIEHUM U paccregoBaHum
npecTynneHnn paHHonm Kateropun. OgHUM
N3 WHCTPYMEHTOB, MO3BOMSAIOWMNX MPOBOAUTL
Takylo paboTy, ABMseTCA aHanm3 coumarnbHbIX

rpadpos.

CouyuanbHbili epagp — 93T0 rpad, yanbl
KOTOpPOro npeacTaBneHbl coumanbHbIMK
obObekTamu, TakMMKM Kak MONib30BaTeNbCKne

npocomnM Cc  pasnuyHbIMKM  atpubytamu
(Hanpumep: umsi, OeHb poxOeHue, PoOHOU
e2opod), coobuiecTBa, Meama KOHTEHTa U Tak
panee, a pebpa — couunanbHbIMKU CBA3AMMU
mMexay Humu [3, 4 cTp.].

Opyrumn crnosamu, coumarnbHble rpadbl —
9TO rpadumyeckne Moaenu, B3aMMOCBS3aHHbIX
mMexay cobon cyObeKTOB, TaKUX Kak foan unm
opraHuM3aummu.

Ha pucyHke (Puc. 1) npegcrtaBneH npumep
coumanbHoro rpada, B3aMMOCBS3aHHbIX MEXAY
cobon niogen, a Takke MecT Ux npedbiBaHUA.

BbllweykasaHHble rpadobl NCnosnb3yroT
He TONbKO NHTEpHET nccrnegoBartenu
ans cbopa  Heobxogumon  MHopmaumu,
aHanusa OonbLUMX AaHHbIX, HO U COTPYAHUKK
NpaBOOXPaHUTENbHbIX n crneymarnbHbIX
OpraHoB [Anfsl BbISIBIIEHUS CBA3EN Y4YaCTHMKOB
MPecTynHbIX  COOOLIECTB, WX  CTPYKTYp,
CTEeneHn B3aMMOAEWCTBMS Mexay Cobon.
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B kayecTtBe npumepa MOXHO NPUBECTU
nporpaMmmMmHoe obecneyeHune «Maltego»,
KOTOpOeE NO3BONSET aHannanpoBaTtb pasnuyHble
AaHHble, B3SITble U3 OTKPbITbIX WCTOYHMKOB
(Hanpumep, coumanbHOM ceTn «BKOHKTaKTe»)
n dopmMmpoBaTb rpynny coumanbHbIX rpados,
CBSI3aHHbIX Mexay cobon, 0bbeauHEHHbIX B
Knacrtepbl.

[MpaBooxpaHUTesibHbIE OpraHbl, WUccreays
AaHHble KnacTepbl, MOryT BbISIBNATb BCEX
Y4aCTHMKOB NMPEeCTynHoro coobLuecTea.

MmeHHOo Takue TEXHOMNormm
NpaBOOXpPaHNTENBbHbLIM n cneunasnbHbIM
opraHaMm  MO3BOSMIAKOT  cerogHss  cobupaTb
3HauMTenNbHbLIN O06bEM BaxHOM WH(OpMauun
ans paccnegoBaHus NPecTynneHnin
9KCTPEMUCTCKOro n TepPPOPUCTUYECKOTO
Xapaktepa, NOHUMaHWS N, UX COBEpPLUAKOLLMX.
MHorga Takyro paboTy NpoBOAAT COTPYAHWKM
CUNOBbIX  CTPYKTYP  BPYYHYyl,  uccregys
KaXXObl 3anHTepeCoBaHHbIM NHTEPHET-pecypc,
HO B OOMbLUMHCTBE CNy4YaeB MWCMOMb3YOT
cneyunanbHoe nporpammHoe obecneyeHue,
KOTOpOEe B aBTOMaTUYECKOM peXnme Bbienser,
aHanu3npyeT Hy>XHble CBEeLEHWS.

Ona  npoTtMBo4enCcTBUSA  MPECTYNNEeHUsIM
AaHHOW KaTteropuw npeanarailTcsa criegyowme
MEpbl,  HanpaBMneHHble Ha  MNOBbIEHME
ahhekTnBHOCTM paboTbl NPaBOOXPaAHUTENBHbIX

Puc. 1

n cneumnanbHbIX OpraHoB:

1) O6wecTBeHHbIN KOHTPOrb. OH No3BonseT
rpaxgaHam  HenocpeacTBEHHO  NPUHUMATb
yyacTve B BbISIBIIEHUN HE3aKOHHOIO KOHTEHTa
B ceTn VMIHTepHeT, ¢ nocnegylowmnm ysegomre-
H/EM MpPaBOOXPaHUTENbHbLIX U CcrneumarnbHbIX
OpraHoB O TaKUX UHTEPHET-pecypcax;

2) CoBepLueHcTBOBaHME NnpaBoBOW
G6a3bl. PasBuTMe npaBoOBbIX MEXaHW3MOB
Urpaet BaxHyl ponb B 3P EKTUBHOCTU

BbISIBMIEHUA W paccnefoBaHna MNpecTynreHum
SKCTPEMUCTCKOro n TEepPPOPUCTUYECKOTIO
XapakTepa, HeoTBPaTUMOCTH HakasaHun
oMy ux  coBepliarwowwmx,  opMmpoBaHUn
NpaBOCO3HAHUA rpaxgaH W  akTMBM3auuu
rpaXxgaHckom  akTmBHocTUM. B yacTHocTw,
npegycMoTpeTb B YrosioOBHO-NpoueccyaribHOM
Koaekce noHATUe «3IEeKTPOHHbIE
AoKasaTenbCcTBa», «UMEPOBbLIE YINKNY;

3) Obecne4veHne npas n csobon rpaxaaH.
A ekTnBHbLIE Mepbl NnpoTUBOLENCTBUSA
pacrnpoCTpaHEeHNt0  HE3aKOHHOTO  KOHTEHTa
B ceTm VIHTepHeT no3BOMAKT 3awuwaTtb
rpaxgaH OT WHgopMauuW, HaHocsWen Bpen
NX MNCUXMYECKOMY 3[00POBbI0 U HOpMarbHOMY
pasBUTUIO NUYHOCTU. K Takmm mepam MOXHO
OTHECTUNPUMEHEHNE COBPEMEHHbLIXTEXHOMOMMN,
npegnonararmLlmx MUCnonb3oBaHME pPasnnyHbIX
pUnLTPOB MpU NOCELLeHUM CanuTOB UHTEPHET-
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pecypcoB, KOTOpble B aBTOMAaTUY4ECKOM pexXnme
OnOKMPYIOT 3anpeLLeHHY NHpOopMaLMIO;

4) Yyactme 9KCMNepTOoB. lMockonbKky
NpaBOOXPaHUTENbHbIE U CneynanbHble opraHbl
CaMOCTOSATESNIbHO HE MOTyT OnpeaensiTb M aaBaTb
OLEHKY pacnpocTpaHseMon B cetu UNHTepHet
nHdopmauuKn, uenecoobpasHo npueBnekaTb K
npoBoANMON paboTe pasfnUYHbIX 3KCMNEPTOB:
TEOornoros, pPENUrnoBeaos, NMCUXOSOroB,
cyAebHbIX 3KCNepToB;

5) lMpodunaktnka. HTepHeT — 3TO MecTo
npebbiBaHnsa monogexu. Monogoe nokorneHue,
HayMHasi OT ManbiX NeT U 4o PopMMPOBaHUS
NINYHOCTH, HaxogaTcs B NHTepHeTe.
CounanbHble cetn cTanm MECTOM
KOMMYHMKaumMmM, obmeHa 3HaHWSIMW, OMbITOM,
WHOW WH(popmaumen. Tam xe NpUCyTCTBYHOT
N 3KCTPEMUCTCKME W  TeppopucTnyeckme
opraHusauuu, NHpopmMaums KOTOpPbIX
HaueneHa Ha MOJSoO4eXb, MOCKOSIbKY WMEHHO
OHa Haubonee nogsepxeHa ob6paboTke w
30MOMPOBaHMIO  MPECTYMHbIX  COOOLLECTB.
[MoaTomMy npaBOOXpaHWUTEmNbHbLIE U creunanb-
Hble oOpraHbl [OMMKHbl BO B3aMMOOENCTBUMU
C  YMNONHOMOYEHHBLIMW  FOCY4apCTBEHHbLIMMU
opraHamu n HenpaBUTENbCTBEHHbLIMMU
opraHu3aumsimm npuenekaTtb MOJSIOAEXb
K 00LEeCTBEHHbIM MEpOonpUATUAM,
HanpaBneHHbIM Ha  pasBuUTME  OYXOBHOW,
HPaBCTBEHHOW, 340POBOWN NIMYHOCTU;

6) PasButne WMHMOPMALMOHHBIX TEXHOMOo-
rmn.  HayyHble  paspabotkm B cdhepe
WHTEPHET-TEXHONOIMIA, Takue, Kak OnokvyenH
n NCKYCCTBEHHbIN WHTENNEeKT  cerogHs
Nno3BonsAT  APPEKTUBHO NPOTUBOCTOATb
pacrnpoCTpaHeHMo B NHTepHeTe
3KCTPEMUCTCKOMN " TEeppPOPUCTUYECKON
nHopmMaumn.  KoMnbloTEPHbIE  NpOrpamMmmbl
C WCKYCCTBEHHbIM WHTENnekTom 6e3 ydacTtus
yenoseka BbISIBAIOT NPOTUBOMNPAaBHbIN
KOHTEHT 1 OnoKkupylT K HMM [octyn, nmbo
HanpaBnAlT CCbIIKU Ha WHTEPHET-pecypcChbl B
YNONMHOMOYEHHbIE OpraHbl B aBTOMaTU4eCKOM
pexume [4, 57 cTp.];

7) Wcnonb3oBaHne IT-cneumnanuctoB. bes
cneumanbHbIX MNO3HAHWA, KOTOpblE MMEKTCH
y IT-cneynanucToB nNpaBOOXPaHUTENbBHLIM U
cneumanbHbIM opraHam 6b110 Obl  CroXHee
BbISIBMIATL M NpecekaTb NPOTUBOMPAaBHYHO
AeATenbHOCTb 9KCTPEMUCTCKUX n

TEPPOPUCTUYECKMX OpraHn3aLniL;

8) MexayHapogHoe COTPY4HMNYECTBO.
Bes B3aMMOLENCTBUS mMexay
NPaBOOXPaHUTENbHLIMWA  OpraHamMuM  pasHbIX

CTpaH He BO3MOXHa addekTnBHas paboTa
B cdepe NpOTUBOLENCTBUS IKCTPEMUIMY U
Teppopuamy B ceTu VHTepHeT. JTO CBA3aHO
Cc TeMm, 4tO0 WHTepHeT cerogHs no3Bonser
coBeplaTb MPECTYNneHnsa, He 3Has rpaHuL
N BpemeHW. [pecTynHMK MOXET HaxoguTbes
B OOHOM CTpaHe, a MeCTOM COBEepLUEHNS
npecTtynneHns ctatb abconioTHO  apyras
CTpaHa;

9) O6y4eHne. O dekTnBHas paboTa
no NPOTUBOAENCTBUIO 3KCTPEMUCTCKUM
N TEPPOPUCTMYECKUM  MNPECTYMNNEHUSM B
NHTepHeTe  HeBo3MOXHa 6e3  oby4deHus
" NOBbILLEHNS npogeccmoHarnbHon
KBanvdukauum COTPYAHWKOB npaso-
OXPaHUTENbHbIX OPraHoB, KOTOPble [OOMMKHbI
obnagate He TONMbKO 3HaHWSMWU B cdepe

YrONIOBHOIO npouecca n  pocygebHoro
paccrnegoBaHusi, HO W  WUMETb TakMe Xe
KomneTeHuun kak y IT-cneumanucTos.
3akrroueHue/8biI800bI. lMpoTuBogencTene
9KCTPEMUCTCKUM n TEPPOPUCTUYECKNM

NPEecTynNneHnsiM, KOTOpble COBEPLLAIOTCS B CETU
VHTepHeT, aABNsSeTcs CNOoXHOW 3agaden nnd
NpaBOOXPAHUTENbHBIX OpraHoB, TpebytoLlen
COBMECTHbIX YCUNUI OpraHoB paccregoBaHus
n crneuynanuctoB B cdepe IT-texHomnormnnm.
[laHHOe cOoTpyoHMYEeCTBO BKNOYAET B cebs He
TONMbKO MOHWUTOPUHI N aHanu3 AaHHbIX, HO W
BGnoKnpoBKa MHTEPHET-PECYPCOB, COAEPXKaLLMX

3anpeLLeHHbIi  KOHTEHT, a Ans  3Toro
HeobxoaMmMo  cneuuwanbHoe  nporpammMmHoe
obecrneyeHue.

Ha cerogHAWwHUN peHb ©e3 nogaepiKku
TEXHUYECKMX CMeuManncToB, COBPEMEHHbIX
TEXHOMNOrnm 7 nporpaMMHbIX  CpPeacTs,
NMo3BONSALWMX  BbIABMNSATb,  aHaNUM3npoBaTb

M uM3biMaTb 9NEeKTPOHHblEe [oKa3aTernbCTBa,
CITOXHO MPOTMBOCTOATb Yrpo3am, UCXOOALLMM
n3 cetn VIHTepHerT.

Tonbko Takoe B3auMoAdencTBuE
NPUBECTU K onpedeneHHoMy pesynbrary.

OnucaHHble nNpobnembl U NyTU peLleHus
SABMAIOTCA  Aaneko He  UcYepnbiBaloLnM
CMUCKOM, HO, Tem He MeHee,
NpaBOOXPaHUTENbHLIM OpraHam Heobxoanumo

MOXeT
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yuntblBaTb WX W UCMOMb30BaTb HOBble CTynneHun B cetu WMHTepHeT Obino 6Gonee
TEXHONornn Ans 6opbObl C IKCTPEMUCTCKUMU U 3PGEKTUBHBIM,  HEobxoauMOo  NpoAormKkaTb
TEPPOPUCTUYECKUMI OpraHM3aLnNsSMK. COBEpPLUEHCTBOBATb  3aKOHOAATENbCTBO U

Kpome Toro, onsa Toro 4tobbl paccnenoBaHMe BHEOPSTb  COBPEMEHHble  TEeXHOonorum B
SKCTPEMMUCTCKMX W TEPPOPUCTUYECKUX Mpe- OesATENbHOCTb NPaBOOXPaHUTENbHbLIX OPraHoB.
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