YAOK 343.85
MPHTW 10.81.71

0.M. Ytrenos', J1.B. BanxaHoBa?
'Akademusi npagooxpaHuUmerbHbIX op2aHo8 npu 'eHepanbHoU npoKypamype Pecrnybnuku Kazaxcmar,
e. Kocwel, Pecnybniuka KazaxcmaH
2[Ipokypamypa eopoda Kokwemay, 2. Kokwemay, Pecrnybnuka KazaxcmaH

NPOBNEMHbIE BOMPOCbI NPOTUBOAENCTBUA HAPKOTOPIOBJIE B
COLUMUATJIbHbIX CETAX

AHHOTauuA. B pgaHHoOM cTaTbe OTpaeHbl NpobrnemHbie BOMPOChbl MPOTMBOAEWCTBUS HAPKOTOProBne B
coumanbHbix cetax. CoumanbHble CeTU SBMASIOTCA OOHVMM W3 KIOYEBbIX WMCTOMHMKOB HE3aKOHHOro cObiTa
HapkoTu4eckux cpencts. B pamkax uccrnegoBaHus NPoBeAeH CTaTUCTUMYECKUA aHanmua pacnpocTpaHeHus
HapKOTMKOB C WCMOMb30BaHMEM 3MEeKTPOHHbIX MHMOPMAaLUMOHHBIX pecypcoB B KasaxctaHe u 3a pybexom.
Kpome Toro, nposegeH aHanv3 AMHaMUKM pOCTa HAPKOMPECTYNneHn ¢ pa3suTtnem IT-TexHonorui. MNpuseaeHsl
OCHOBHble WMHTepHeT nnatdopmbl 3apybexHbix cTpaH n KasaxctaHa, ucnonb3yemble Ans pacnpocTpaHeHus
HapKOTUYeCKMX BellecTB. ABTopamMu NpegMeTHO pacCMOTPEHbI MEXaHU3Mbl U BO3MOXHOCTWN NPOTUBOAENCTBUSA
HEe3aKOHHOW HapKOTOProBre B COLMarbHbIX CETSX, 8 TakkKe UX MpakTU4eckoe NpUMeHeHe NpaBooXpaHnUTENbHbLIMU
opraHamu Pecnybnukn KasaxctaH B xoge npodunakTukv U npecedeHns NpecTynieHni, CBA3aHHbIX ¢ 060poToM
HapPKOTMYECKNX CPEACTB, MCUXOTPOMHbIX BELLECTB UMK UX aHanoros. ABTopamMu nNpeasioxkeHo co3gaHue 6ota ons
apdhekTnBHON 60pPLOLI C HAPKOTOProBMEN B COLMarnbHbIX CETSX.

KntoueBble cnoBa: counanbHasi CETb; MHTEPHET; Tenerpam-60T; MCKYCCTBEHHbIV MHTENNEKT; HAPKOTOProBns;
HapkonabopaTopusi; JapkHeT; IT-cneuynanuct.

0.MN. ©renos’, J1.b. bBanxaHoBa?
'KazakcmaH Pecrybrniukacel bac npokypamypachiHbIH XXaHbIHOarbl KyKbiK Kopray op2aHO0apbl akademMusichl,
Kocwbl K., KasakcmaH Pecrnybnukachi
2Kekwemay Kanacbi npokypamypacsi, Kekwemay K., KaszakcmaH Pecrybnukacs!

OJNIEYMETTIK XXENINEPAEr ECIPTKI BUSHECIHE KAPCbIl KYPECTIH
NMPOBJNEMAIbIK MOCEJEJEPI

AHHoTauusa. byn makanaga aneymeTTiK Xeninepaeri ecipTki caygacbiHa Kapchl ic-KMMbINAbIH Npobnemansbik
Macenernepi KepceTinreH. OneymeTTiK Xerninep ecipTKiHi 3aHCbI3 OTKi3yAiH Heriari ke3aepiHiH 6ipi 6onbin Tabbinagbl.
3epTTey ascbiHga KasakctaHga xeHe LeTenge anekTpoHAbIK aknapaTTblK pecypcrapdbl nanganaHa oTbipbim,
€CIpTKiHIH TapanyblHa cTaTucTuKanblk Tangay xypridingi. CoHbiMeH katap IT-TexHonorumsnapgpiH AaMybIMEH
€CIpTKi KbINMMbICTapbIHbIH 6CY AMHaMUKacbliHa Tangay Xyprisingi. EcipTki 3aTTapblH TapaTy YLWiH KongaHbinatbiH
WeT engep MeH KasakcTaHHbIH Heri3ri HTepHeT-nnatdgopmanapbl 6epinreH. ABTopnap aneymeTTiK Xerninepge
3aHCbI3 ecCipTKi cayaacblHa Kapcbl iC-KMMbINAbIH TETIKTEPi MEeH MYMKIHAOIKTEPiH, coHOan-aKk onapabl KasakctaH
PecnybnukacbiHbiH, KyKblk KOpFay OpraHgapbiHbIH €CipTKi KypangapblHblH, NMCUXOTPOMTLIK 3aTTapAblH, Hemece
onapAblH aHanorTapbIiHbIH aiHanbIMbiHa 6ainaHbICThl KbINMMbICTAPAbIH anAblH any XaHe XOMblH Kecy 6apbiCbiHAA
npakTUKanbIK KONgaHyblH XaH-XaKTbl KapacTbipgbl. ABTOpriap aneyMeTTiK Xeninepgeri ecipTki OusHeciMeH Tuimai
Kypecy yLiH 60T Kypyabl YCbIHABI.

Tywninai cesnep: aneymeTTiK Xeni; FanaMTop; Tenerpam-00T; KacaHAbl MHTENMEKT; ecipTki cayaachl; ecipTki
3epTxaHacbl; JapkHeT; IT-mamaH.
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"The Law Enforcement Academy under the Prosecutor General’s Office of the Republic of Kazakhstan,
Kosshy c., the Republic of Kazakhstan
2Prosecutor’s office of Kokshetau, Kokshetau c., the Republic of Kazakhstan

PROBLEMATIC ISSUES OF COMBATING DRUG TRAFFICKING ON
SOCIAL NETWORKS

Abstract. This article reflects problematic issues of combating drug trafficking in social networks. Social
networks are one of the key sources of illegal drug sales. As part of the study, a statistical analysis of drug
distribution was carried out using electronic information resources in Kazakhstan and abroad. In addition, an
analysis of the dynamics of the growth of drug crimes with the development of IT technologies was carried out.
The main Internet platforms of foreign countries and Kazakhstan used for the distribution of narcotic substances
are given. The authors substantively examined the mechanisms and possibilities of countering illegal drug
trafficking in social networks, as well as their practical application by law enforcement agencies of the Republic of
Kazakhstan in the prevention and suppression of crimes related to the trafficking of narcotic drugs, psychotropic
substances or their analogues. The authors proposed the creation of a bot to effectively combat drug trafficking

in social networks.

Keywords: social network; Internet; telegram bot; artificial intelligence; drug trafficking; drug laboratory;

darknet; IT specialist.
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BeedeHue. [lpobnema pacnpocTpaHeHus
HapKOTUYECKUX CpeacTB B nocrnegHue rogbl
cTtaHoBuTCS BCce 6onee 1 bonee cepbe3HOn, Hemy
CrnocobCTByeT COBEPLUEHCTBOBaAHWE METOO0B
cbbita. C passutnem UUPPOBbLIX TEXHOMNOMMNA,
coumanbHbIX ceTen, camon cetn «HTepHeT»
pacTeT YMCrO MPecTynneHn, coBepLllaemblx ¢
ncnornb3oBaHnem I T-TexHonorun.

B cBA3M C 3TMM CTaHOBUTCA akTyarbHbIM
aHanuanpoBaTb CNOCcobbl U METOAblI HE3aKOHHOMO
obopoTa HapKOTMKOB C  WCMOMb30BaHMEM
coumanbeHbIxX ceTen. B aaHHom paboTe npoBeaeH
aHanua BOMPOCOB, CBA3aHHbLIX C MpoJaxamu
HaPKOTUYECKMX cpencTs, NMCUXOTPOMHbIX
BELLECTB NN UX aHaroros B CouMarnbHbIX CETAX.

3agauu 1 uenu AaHHOW CcTaTby 3aKyaTCs
B CO30aHUN MHCTPYMEHTOB NPOTUBOOENCTBUS
pacnpocTpaHeHuto Un CObITY HapKOTUYECKNX
CPencCTB B CETU UHTEPHET.

Mamepuanel u MemoObl uccried0o8aHUs.
Ona  wvccnegoBaHMs  gaHHOro  Bonpoca
n3yyeHbl  OeWCTBylOWee  MexayHapoaHoe
n HaunoHanbHoe 3aKoHOOaTeNbCTBO,
ouumnanbHble  CTaTUCTUYECKME  CBeOeHUs,
creunanbHas  nuteparypa B  obnactu
WHPOPMALMOHHBLIX  TEXHONOrMK, a TaKkke

NpUMepbI NPaKTUKM.
Mpu nogroToBke CTaTbM WCMOMb30BaNMUCh

obLlleHay4Hble M YacTHO-Hay4Hble MeToAbl
NMO3HaHUs, B YaCTHOCTW aHanuM3 Wu CUHTES,
lopugudeckass KoOMnapaTuMBUCTMKE, a Takke
WHTEPBbIOMPOBAHNE.
Pe3ynbmambi/obcyx0eHue. B CBOEM

lMocnaHuu Hapoay KasaxctaHa «Cnipasegnveoe
rocygapcteo. EgmHas Hauus. Bnaronony4yHoe
obuwectBo» oT 1 ceHTabpsa 2022 roga rnaea
rocygapctBa  Kaceim->Komapt  Kemenesuu
Tokaes OTMETUIT: «duHamunka pesko
oTpuuaTtenbHas: 3a nocrnegHve Tpu roga oobem
n3biMaemMon n3 obopoTta «CMHTETUKNY BbIPOC B
10 pa3. CMHTETUYECKME HAPKOTUKU C KakablM
roaoM CTaHOBATCA Aewesne u goctynHee. OHu
npakTn4yeckn BGecnpensaTCTBEHHO npoJakTcs
yepes counarnbHble CETU, MECCEHIKEPDI U Aaxe
AOCTaBnATCA Ha AOM.

C yyetom MmacwTaba 9TOM  KpauHe
onacHonm couunanbHon ©GonesHn 6opbba cC
NPOU3BOACTBOM U PacrnpoOCTpPaHEHNEM CUHTe-
TUYECKMX  HApPKOTUKOB  AOSMKHA  MPUHATb
obueHaumMoHanbHbIM  XapakTep. Moatomy
HeobxoaMmo paspaboTtatb KoMnnekcHbin nnaH
no 6opbbe ¢ HapkoMaHEN U HAapKOBMU3HECOM» .

' CnpaBepnveoe rocygapcTteo. EamHas Haums. BnarononyyHoe obuiectBo: nocnaHune rmasbl rocygapcTtea K.K. TokaeBa Hapopy KasaxctaHa 1 ceHT. 2022 r.
[OnekTpoHHbIN pecypc] — Pexkum goctyna: https://adilet.zan.kz/rus/docs/K22002022_2 (nata obpatueHus: 16.04.2024).

162

KyKbIK KOpFay opraHfapbl akagemusicbiHbiH XKapLubicbl Ne 2 (32) 2024



B pamkax peanusauyum ykasaHHoro [locrnaHnsa
Mmaebl rocygapctBa Hapogy KasaxcraHa,
yTBEPXKOEH MnocTaHoBneHnem [lpaBuTtenbcTea
oT 29 uioHsa 2023 roga Ne 508 «KomnnekcHbln
nnaH no ©Gopbbe C HapkomMaHuen wu
HapkobusHecom B Pecnybnuvke KasaxctaH Ha
2023-2025 rogbl» (panee — KomnnekcHbIn
nnaH).

KoMnnekcHbIM nnaHoM npeanucaHbl Mepbl
npecevyeHnss pacnpoCTpaHeHUs1 HapKOTMKOB B
4YacTu OrpaHMYeHnst UCMorib30BaHNA UHTEPHET-
TEXHONMOrMN B HapkobusHece, B T.4. nNyTem
pacwunpeHus B KazaxctaHe npencraBuUTENbCTB
WHOCTPaHHbIX OHNanH-NnaTgopmMm M CepBUCOB
obmeHa MrHOBEHHbIMU coobLeHnaMM,
AEeATEeNbHOCTb  KOTOPbIX B 3TOM  Chny4vae
Oynoetr nognagatb NOA4 HOPMbl OEWCTBYHOLLENO
3akoHogaTtenbctBa Pecnybnukn  KasaxctaH
(nanee - PK), a Takke npoBangepckux,
BGaHKOBCKMX M MOYTOBLIX YCYr2.

BmecTte ¢ Tem, yunTbiBas 0OLLECTBEHHYIO
OMacHOCTb HAPKOMPECTYNHOCTH, eHepanbHbIM
npokypopoM Ha KoopguHaumoHHom cosete 30
mas 2023 roga gaHbl NOpyYeHUsi O NOBbILEHUN
3PPEKTMBHOCTM  MPOTUBOAENCTBUA  HapPKO-
obopoTy M OTMeYeHOo, 4TO «npobnemon
ABNSETCA WuMpokaa gocTtynHocTb  «Mede-
ApoHay», «Conu» M gpyrux npenapatoB 4yepes
WMHTepHeT w©n 3aknagyukoB. B  pesynbrarte
NpUHUMaeMbIx Mep 3a 3 roga NMKBMANPOBaHDI
122 Hapkonabopatopun, npecedyeHa aes-
TENbHOCTb 17 OpraHM30BaHHbLIX MPECTYMHbIX
rpynn, 3aHMMaBLUMXCA  pacnpoCTpaHEHNEM
HaAPKOTUKOB, U3 HE3aKOHHOro obopoTa U3bATO
37,5 TOHH HapKOTUYECKNX CPEACTB»>.

Kpome TOro, c KkaxagbiMm Trogom Buabl
HaApPKOTUYECKUX  BeLLeCTB  yBeNnn4MBaloTCA
n craHoBATcA 6Gonee [OCTYMHbIMA B CETU
NHTEPHET.

Tak, 20 mapta 2023 roga nocraHoBfIEHNEM
MpaButenbctea PK 3a Ne 240 B cBOAHYHO
Tabnuuy HapKOTMYECKUX BELLECTB BKIOYEHbI

30 Bngos, B TOM Yucne Tpamagon.

C wmoHa npownoro roga [eHepanbHoM
npokypaTtypon, MWHUCTEPCTBOM BHYTPEHHUX
pen, KoMnuteToMm HaLmMoHanbHoM 6e3onacHOCTU
MuHUCTEPCTBOM MHDOPMAaLINN M OBLLIECTBEHHBLIX
cBazen Pecnybnvku nposoautca pabota no
npodgunakTuke HapkonpecTynneHun. [ins atoro
OblNn co30aHbl MEXBEAOMCTBEHHbIE pynmbl,
3aHUMatoLnecs BbisiBNeHnem 1 briokmposaHmemM
NPOTMBOMPABHOrO KOHTEHTa B CETU 4epes3
nHpopmaumoHHyto cuctemy «KnbepHagsop».
B 2023 rogy 6bino 3abnoknposaHo 704 canta
(2022 r. — 565), cBSI3aHHbIX C HAPKOTUKaAMMU.

WMHTepecHo, 4TO poCT  MNOMNyNAPHOCTU
coumnarnbHbIX CeTer, Kak opmupytoLerocs
pblHKA 3HAYUTENbHO MOBMAMAN Ha TeHOeHUUK
MOKYMOK. [aHHble onpocoB cammx
nonb3oBaTenen CBUOETENLCTBYOT O TOM, 4TO

nnatgopMbl cTann yaobHbIMKM ANsi  HapKo-
caenok. Mo npeanonoxeHusim 3apyGexHbIX
9KCMEePTOB  PbIHOK  HAPKOTMKOB  HaduMHaeT

cMellaTbCs B CTOPOHY OMTOBbIX MNpodax W
paclMpeHnsl acCoOpTUMEHTA «MPOAYKTOBY» MU
ycrnyr npogasuamMu.

MNpaBooxpaHuUTeNbHbIE OpraHbl MO BCeMmy
MUPY OCYLLECTBISAT MOHUTOPUHI Nnatgopm
Ha npegMeT  He3akOHHOW  OesTenbHOCTH,

npoBefeHne Kotoporo Tpebyer pgocTyn K
aKkTyanbHbIM [aHHbIM K3 JapkHeTa Ans
OTCNEeXnBaHMs nocnegHnx TeHOeHUUI
HEe3aKOHHOro obopoTa HapPKOTMKOB,
npodunMpoBaHus OCHOBHbIX NIPOKOB
HaPKOTOProBmMN.

CornacHo aHanuay COCTOSIHUSA
NPOTUBOOENCTBUS  HE3aKOHHOMY  obopoTy
HapPKOTUYECKMX CPEACTB U  MCUXOTPOMHbIX

BewectBs Ha Tepputopun KasaxctaHa 3a
2023 rog KONMUYECTBO 3aperncTpvpoBaHHbIX
NPECTYNMEHNA, CBSA3AHHLIX C HE3aKOHHbIM
06opoTOM HapkoTukamm, Bo3pocro Ha 9,4% (c
8 288 po 9 066), B ToMm uncne gakTtoB cbbiTa
Ha 13,5% (c 1 377 po 1 543). A konu4ecTBo

2 06 ytBepxaeHnn KomnnekcHoro nnaHa no 6opbbe ¢ HapkomaHuei 1 HapkobusHecom B Pecnybnuke KasaxctaH Ha 2023-2025 roabl: noctaHoeneHuve MNpa-
BuTenscTBa Pecny6nukn KaszaxctaH ot 29 mioHst 2023 r. Ne 508 [OnekTpoHHbIii pecypc] — Pexxum poctyna: https://adilet.zan.kz/rus/docs/P2300000508 (nata

obpalueHns: 16.04.2024).

3 B l'eHnpokypaType coctosinock 3aceaanve KoopauHaumoHHoro coeta Pecny6nuku KasaxctaH. — 30.05.2023 r. [OnekTpoHHbIN pecypc] — Pexum goctyna:
https://www.gov.kz/memleket/entities/prokuror/press/news/details/564301?lang=ru (aata obpaLueHus: 16.04.2024).

4 O BHeCeHWUW M3MEHEHWI 1 JONOMHeHW B nocTaHoBneHus MNpaeuTenscTBa Pecnybnuke KasaxctaH ot 3 nons 2019 roga Ne 470 «O6 ytBepxaeHun Cnvcka
HapKOTMYECKNX CPEACTB, NCUXOTPOMHbIX BELLECTB U NPEKYpCopoB, noanexalumx koHTponto B Pecnybnuke KasaxcraH, CBogHomn Tabnumubl 06 oTHECEHUM HapKo-
TUYECKNX CPEACTB, NCUXOTPONHbLIX BELLECTB, MX aHANoroB 1 NPeKypcopoB, 06HapYXeHHbIX B HE3aKOHHOM 06opoTe, K HeGomnbLLMM, KPYMHbIM U 0COBO KpynHbIM
pa3mepam, Cnvicka 3amecTuTerneil aToMoB BOJOPOAA, ranoreHoB 1 (Unn) rmapoKCUIbHBIX IPYMN B CTPYKTYPHbIX hOpMynax HapKoTUYeCKUX CPeacTB, NMCUXoTpon-
HbIX BelecTB» 1 oT 10 mioHs 2021 roga Ne 396 «O6 onpefeneHUn nepeyHs CUIIbHOAENCTBYIOLLMX BELLECTB, OKa3blBaloLLMX BPEAHOE BO3AENCTBIE Ha XKU3Hb U
300poBbe YenoBeka»: nocraHoeneHve Mpasutensctea Pecnybnuku KasaxctaHn ot 20 mapta 2023 r. Ne 240 [OnekTpoHHbIN pecypc] — Pexxum goctyna: https://

adilet.zan.kz/rus/docs/P2300000240#z7 (nata obpalienus: 16.04.2024).
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3aperncTpupoBaHHbIX  MPECTYnneHnn, CBs-
3aHHbIX C He3aKOHHbIM obpalleHvem ¢
HapkoTU4eckumn cpeacteamm 6e3 Lenu cbbita
Bo3pocno Ha 5,9% (c 4 554 po 4 821), u3s Hux
opraHamun MB[] 6,3% (c 4 449 po 4 730), KHB —
11,9% (c 59 po 52), NC KHB — 40% (c 10 go 6),
AOM - 5,9% (c 17 o 16).

YoenbHbln BeCc OT obuWen npecTynHOCTU
coctaBun 6,4% (9 066 n3 140 272)°.

Ob6pawasce k npobnemMHbIM BoOMNpocam
npeceyeHnsa cbbiTa HapKOTUYECKUX CPEACTB B
3apybexHbIX CTpaHax, MOXHO OTMETWUTb, YTO
aKTMBHOCTb B JAapKHETE pacTeT C Kax4bIM rogoM.
CornacHoO [JdaHHbIM CTaTUCTUKM MOCeLLeHns
nons3osaTtenamu gapkHeta Tor Metrics B 2023
rogy «TEMHYI0 NayTUHY» exXeaHEeBHO noceLlaroT
bonee 2,5 mnH yenosek, Ha OkTAGpb 2023
roga KonMUYecTBO eXeOHEBHbIX MnoceTuTenen
pocTturno bonee 7,5 MnH nonb3oBartenem®.

Kak nokasblBaloT uccrnegoBaHusi 3apybex-
HbIX  3KCNepToB, 0BOPOT  HAPKOTMYECKUX
BELLECTB MPOUCXOAMNT U Ha PbIHKaX KpUNTOBAIOT
Takux, kak Silk Road, Silk Road 2.0, Agora,
Evolution, Nucleus, and Abraxas [1].

Bonee Toro, ogHMMM U3 Hanbonee N3BECTHbIX
NnowaaoK TOProBrv HapKOTMKaMK SABASOTCA
WeTheNorth, Cocorico Market, OMGOMG wu
AlphaBay, B ToM uucne u Telegram.

Ha cerogHsaWHWA  OeHb  MeCcCeHOXep
Telegram — STO WMPOKO ucnonb3yemasi
nnarcopmMa Ana  MpecTyrnHUKOB U BbIXO4
B KmbeprnpocTpaHCTBO Ans NpoAdaBLOB WU
nokynartenen no scemy Mupy bnarogapsi cBoen
AOCTYMHOCTU U @HOHVMHOCTW.

B Tekywem rogy npaBoOXpaHUTENbHbIMA
opraHamn ctpaH EBponbl, CoeanHeHHbIX
WratoB wn bpaswnum B xoge onepauyuun
«ClNEKTOP» no 3axeaTy HE3aKOHHOrO pblHKa
napkHeta «Monopoly Market», koopanHupyemou
EBpononom Bbinn apecToBaHbI 288
nogo3peBaeMblX, MPUYACTHbIX K MOKynKe wunu
npoaaxe HapKoTUKOB, 3bATo 6onee 50,8 mnH

5

eBpo (53,4 mnH gonnapos CLUA) HannyHbIMK 1
B BMpTYyanbHon BantoTte, 850 Kr HApPKOTUKOB'.
B npenogBepun 9TOM  CKOOPAMHUPOBAHHOW

onepaumm Bnactm lepmanmm wun  CLIA
Takke 3akpbinv  «lugpy», ABASOWUMCH
caMbiM  KaccoBblIM  pPbIHKOM [dapkHeTa C

npegnonaraemMmbim goxogom B 1,23 mnpg espo,
B anpene 2022 roga. [JaHHasa onepauus 6bina
paxe 0Oonee ycnewHon, 4em npegblayline
onepaummn DisrupTor (2020) co 179 apectamu n
Dark HunTor (2021) co 150 apectamu [2].

OTO nMokasblBaeT, 4YTO MexAyHapoaHoe
COTPYAHNYECTBO Mexay nNpaBoOOXpaHUTESNb-
HbIMW OpraHamu sBMSIETCA KMYEeBbIM AN
60opbObI C NPECTYNHOCTbIO B CETU NHTEPHET.

Mpn atom, no MHeHuno PJIx. 3nwTenHa
«HECMOTPSi Ha  3aKoHOoAaTerbHbIA  3anpeT
HapkoTukoB B CLUA, OHM cTanm 4acTblo
HaUWOHaNbHOW KynbTypbl U paccMaTtpuBaloTCs
HEKOTOpbIMU cnosimu HaceneHusi Kak
passriedeHus» [3].

OpgHako  cObIT  HApPKOTUYECKUX CpeacTs,
MCUXOTPOMHbLIX BELWECTB W WX aHanoros
nocpeacTBOM  MCMOMb30BaHUA  ANEKTPOHHbIX
WHPOPMALIMOHHBIX  PecypcoB  Mpu3HaeTcs
He3aKOHHbIM HEe BO BCEX CTpaHax mupa. Tak,
3aKoHo4aTeNnbCTBO CTpaH-yyacTHuy, CHI Takux,

kak Pecnybnuka TamkukuctaH, Pecnybnuka
ApmeHus, Pecnybnvka AzepbangxaH,
Pecnybnuka Kbiprbi3cTaH, Pecnybnuka

Y36eKncTaH He 3akpennaeT NOHATNE U NPaBOBON
cTatyc cOblTa HapPKOTUYECKUX CpeactB wunuv
NMCUXOTPONMHbIX BELLEecTB nocpencTesom
NCnonb30BaHNUsl MHTEPHET-PECYPCOB.

B yronosHoM 3akoHogaTenscTee Poccuiickon
depepauun B cuny yBenuyeHunss cbbiTa
HaAPKOTUYECKUX CPEeOACTB WU MCUXOTPOMHbIX
BELLECTB M WX aHarnoroB MCMNorb3oBaHue
coumanbHbIX CeTeh WU  MECCEHOIKEPOB B
uensax HesakoHHoro o6opoTa HapKOTUKOB
aBTOMaTU4eCcKn npupaBHUBAET NpecTynneHve
K «UMdpoBOMY», crieqyeT M3 NoCTaHOBEHUS
lMneHyma BepxosHoro Cyaa P® ot 15 gekabps

OtyeT Ne 1-H «O npaBoHapyLLeHUsIX, CBA3aHHbIX C HE3aKOHHBIM OGOPOTOM HapPKOTUYECKWX CPELCTB, MCUXOTPOMHbLIX BELLECTB, UX aHAmNoroB U Npekypco-

pOB, SAOBUTBLIX BELLECTB, @ Takke KOH(UCKOBAHHOMO MMYyLLECTBa MO YronosHbIM Aenam» // MopTan opraHoB NPaBOBOW CTATUCTUKW W CheLmarnbHbIX y4ETOB
npu MeHepanbHoi NpokypaType Pecnybnukm KasaxctaH [QnekTpoHHbI pecypc] — Pexxum goctyna: https://qgamgor.gov.kz/crimestat/statistics (nata obpalueHus:

16.04.2024).

8 Tor Metrics project [Electronic resource] — Access mode: https://metrics.torproject.org/userstats-relay-country.html?start=2023-09-30&end=2023-11-

10&country=all&events=on (Access data: 16.04.2024).

7 288 dark web vendors arrested in major marketplace seizure [Electronic resource] — Access mode: https://www.europol.europa.eu/media-press/newsroom/
news/288-dark-web-vendors-arrested-in-major-marketplace-seizure (Access data: 16.04.2024).
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2022 ropgas.

Takum obpasom 3akoHogatenoctBo PK
cpean ctpaH CHI gaBnsieTcs nepenoBbiM B
YacTu npeceyvyeHnst UCMONb30BaHUA WUHTEPHET-
TexHonormn B HapkobusHece. C 2020 ropa
CKITOHEHME K NOTpebneHnto n cbbIT HAPKOTUKOB
yepe3 VIHTepHeT OTHeceHbl K KaTeropusm
TSDKKMX M 0COBO0 TSHKKMX NpecTynneHnin. BeegeH
HOBbIN COCTaB NPEeCTYNneHus, Kak peknama
W npornaraHga HapKOTUKOB, Mog KOTOPbIN
noanagaroT pacnpocTpaHUTenu u cosgartenu
«rpapPUTN-pUCYHKOB» N MHOWN NHpOpMaLMK O
He3aKOHHOM 060pPOTEe HAaPKOTUKOB.

C MeauLUMHCKON TOYKM 3peHus Heobxoamnmo
OTMETUTb, 4TO YynoTpebrneHne HapKOTUKOB
OKa3blBaeT Cepbe3Hoe  BO3AEeWNCTBME  Ha
3[,0pOBbe YenoBeka, Jaxe nocrne npekpalleHns
nx ynotpebneHus. Hapkotukn narybHo BnvstoT
Ha BCE >XM3HEHHO BaXKHble CUCTEMbl YernoBeka,
a VMEHHO Ha [bIXaTerlbHyl CUCTEMY, YTO
NPMBOAUT K BbLICOKOMY PUCKY pPa3sBUTUS
NErovHbIX MHMEKUMNA, «TUMOKCUM» CepaeYHO-
COCYOQUCTON CUCTEMbI, HapyLlleHuto paboTbl
cepaua, rornoBHOro Mo3ra Y HEPBHOW CUCTEMBI,
Bbl3blBas COKpaLleHWe 4Yucria HEempoHOB W
YPOBHA AodhammnHa B nMMbuyeckon cucteme,
a Takke CnocoOCTBYET TSXKENbIM MCUXNYECKUM

paccTpoucTBam, He noagaroLmMmcs
MEOMKaMEHTO3HON KOPPEKUMW, TakuM Kak
aenpeccus, cyumuupanbHble  TEeHOEHUUN 1

napaHovgarbHble TPEBOXHbIE MbICNU [4].
B coBpemeHHOM ob6LlecTBe nogpocTKoBas

HapKoMaHus npeacraensieT coboli
3HaYMTENbHYHO yrposy 300pOBbIO n
Grnaronony4nto MOJOAEXMN. BnusiHne

HapKOTUYECKMX BELLECTB Ha PernpoayKTUBHYIO
CcUCTeMy MOAPOCTKOB  HOCUT  HeratuBHbIN
XapakTtep, NposBnAscb B BUAE CYLLIECTBEHHOMO
BPEOHOr0 BO3AENCTBUA Ha MEHCTpyarbHbIN
LIMKI Y )KEHLLWH, HapyLleHnn (oM3nonorn4eckoro
pocTa MbllWLU, a TakkKe naTorormyeckmnx
N3MEHEHUA B TMEYEeHNW U HEeBPOSIOrMyecKnx
pacCcTPONCTBAXx, OHO TaKXKe MOXET yBenn4mneaTtb
BEPOATHOCTb BO3HUKHOBEHWNS AedeKToB nnoaa
n NpuBoanTb K Becnnogutio.

YuntbiBas BblENepevncrieHHble nocnea-
CTBMUS,, HeobXoAMMO  aKkTMBHO  MPOBOAMUTH

npounakTuky B Uenax npegynpexneHus
ynotpebneHnsi HapKOTUYECKUX CPEeacTB.

A npodwunaktvka npecTynfieHnn Kak 4acTb
NPaBOOXPaHUTENBHOW OEATENbHOCTM BXOAUT B
CUCTEMY MPaBOOXPaHUTENbHbLIX OPraHoOB, B TOM
4yuncre opraHoB NpokypaTypsbl [5].

Takum obpasom, pesynbraTbl UCCreAoBaHuUs
no npeceveHunto n npodunakTuke
pacnpoCTpaHEHNs HapPKOTUYECKUX CpeactB C
ncronb3oBaHnem cetu nHTepHet B 2023 roay
BHeOPEHbl B MPaKTUYECKyl [AedATerbHOCTb
OpraHoB NpoKypaTypbl.

Tak, aBTOpamu, COBMECTHO C COTPYAHUKaAMM
npoKypaTypbl XKambbinckon obnactu
ocyuwlectensanacb pabota MO  BbISIBMEHUIO
HapKOCaMTOB M ONEpPaTMBHOMY MPUHATUIO Mep
no wux OnNOKMPOBaHUIO Yepe3 BO3MOXHOCTU
nporpammbl  MuHucTepcTBa uWHMopMaumum u
obuwiectBeHHOro pas3sutna  «KnbepHangsopy,
TeM cambiM orpaHudeH goctyn 6ornee 9 000
NnoAnNmMCYMNKOB.

[ns 0OCTMKEHUA OaHHbIX Lenen B KadecTBe
3(P(PEKTUBHOrO WMHCTPYMEHTa MO JMKBMOAUUU
CUHTETUYECKUX  HAPKOTUKOB  MNPOKypaTypou
obnactn paspabotaH Tenerpam-6ot «Narko
Shekteu Taraz», yHWKanNbHOCTLIO KOTOPOro
sABNsieTcA BO3MOXHOCTb YMNPOLLEHHOrO
pasMeLleHns nHpopMaLMm MnyTemM BHECEeHUs
CCbINIOK (KOHTEHTa), coAepXawux peknamy
HapPKOTUYECKUXCPEACTB,reOMETOK(reoniokaumm),
n3obpaxxkeHui rpa T, TanHNKOB (3aKnagok),
nabopaTtopuin 1 HapKONPUTOHOB, aHOHMMHOCTb
nonb3oBaTenen, «obpaTHasa CBs3b» C rOTOBbIMU
LWabnoHHbIMK OTBETAMMU.

10 wiona 2023 roga Ha nnowagke LleHTtpa
NpaBOBOrO MOHUTOPUHIA C nNpurnaweHnem
akuma obnactu, NpaBOOXPaHNTENbHbIX
opraHoB un genytaTtoB [lapnameHTa npoBegeHa
npeseHTaums tenerpam-6ota n 3anyweHa ero
AEeATENbHOCTb B MWUMNOTHOM pexume. TonbKo
3a oguH Mecsy noctynuno 1 200 coobLyeHun,
M3 Hux 1 176 o canTtax, coaepxalunx
NPOTUBOMNpPaBHbIE KOHTEHTHI, 21 0 rpachpmnTn n 3
0 HapkonpuToHax. o coobLueHnsim o rpachonTn
opraHom cnencrTeus 3aperucTpupoBaH
EPOP no cratbe 299-1 YronoBHOro kogekca
PK ¢ nocnegyrowum YHUYTOXEHUEM BCEX

8 O HeKoTopbIX Bonpocax CyAebHo NpakTUKW MO YroNoBHEIM Aenam O NMPecTynieHusx B cdepe KOMMbIOTEPHOWM MHGOPMaLMK, @ TaKKe UHbIX MPECTYNNEHUsX,
COBEpLUEHHbIX C UCTMONb30BAHWEM AMEKTPOHHBIX UMM UH(OPMAaLIMOHHO-TENEKOMMYHUKALMOHHBIX CETEN, BKITtoYas ceTb «VIHTepHeT»: noctaHoBneHve MneHyma
BepxosHoro Cyga P® ot 15.12.2022 Ne 37 / RG.RU [3nekTpoHHbIN pecypc] — Pexum goctyna: https://rg.ru/documents/2022/12/28/document-postanovienie-

plenuma-verkhovnogo-suda.html (nata obpatieHus: 16.04.2024).
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n3obpaxeHunn. [na ypobctBa NONb30BaHMS
nnatgopmor paspaboTaH YNpPOLLEHHbIA BXO4,
yepes QR-kog u npoBegeHa MacwwTabHas
NHOPMAaLMOHHO-Pa3bACHUTENbHAsA paboTta
cpean Hacenenuna (8 2. Tapas u 10 patioHax
ycmaHoerieHbl bunbopdbl u 6powitopbl, cebiwe
150 nybnukayul e coucemsx U UHMEpHem-
pecypcax).

C MOMEHTa peanusaunm NpoekKTa,
MECTHbBIMW XUTENSAMU U BONOHTEPAMU aKTUBHO
nposiBfieHa  rpaxgaHckas  no3vumd,  4To
ceugetenbcTByer 06 ykpensneHun obparHoun
CBS3U C NPaBOOXPAHUTENbHbLIMU OpraHaMu.

Mo 3aBeplUEHUO  MUMOTHOrO  MNpOeKTa
npokypopoM  obrnactTh ”M  HavanbHUKOM
[enaptameHTa nonuuuMM nognucaH  COB-
MecCTHbIN [pukas o nonHomacwTabHoM 3anycke
npoekta W noBblleHUN 3GPDEKTUBHOCTHU
B3auMOOencTBuS.

B uenom cratuctMka  NOCTYNMBLUMX
coobLeHnin nokasana 3Ha4YNMMOCTb
ncnonb3oBaHnsa HoBbIX IT-meTogoB no 6opbbe
C HapkoobopoTOM ©  LenecoobpasHOCTU
BHELAPEHUS aHanornyHbIX WMHCTPYMEHTOB Ha
BCEWN TeppuUTopuUmn pecnyonmku.

3aknoyeHue/sbiso0Obl.  NogBoast  UTOrM,
cnegyetr  OTMETUTb, YTO C  pasBUTUEM
coumanbHbIX CETEN W Pa3fMYHbIX FagXKeToB,
NPeaoCTaBnAWMNX  YNPOLLEHHbIM  JOCTyn K
rnobanbHOM CeTU WHTEPHET, HapKOTOProBns
B coumanbHbix  ceTax  OyaeTr  TOMbKo
COBEpPLUEHCTBOBATLCA.

OpgHako,  HecMOTpsi Ha  OOCTUTHYTble
pesynbTatbl B MWCMOMb30BaHUM WHCTPYMEHTA

Tenerpam-6otr  «Narko  Shekteu Tarazy,
CYLLECTBYHOT HeKoTopble npobrnemMHble
BOMPOCHI. Bot npeaHasHayeH ans

MOHMUTOPMHIa TOMbKO KOHTEHTa B COLMANbHON
cetn Telegram, npu 3TOM pacnpocTpaHeHue
HaPKOTUKOB OCYLLECTBMSIETCA U BO MHOXECTBE

ApyrMx  couuarnbHbIX  CEeTel,  CepBUCOB,
cneymnarnbHbIX NPUIOXeHU 1 Be6-canToB.
Takxe npu NHTEPBbLIOMPOBAHUN IT-

cneyunanucta B obnactM nporpammMuMpoBaHus
c onblToM paboTbl 6ornee 6 NeT ycTaHOBMEHO,
YyTO [Onsa  BbIBNEHUs1 (akToB  TOProBnu
HapKOTUKaMK B couMarnbHbIX CETAX U B
uenom B WHTepHeTe MOXHO co3gatb 00T
C WCKYCCTBEHHbIM WHTENNEKTOM, KOTOPbIN
MO3BOSMUT OCYLLECTBNATbL MOMUCK Nyonukauuin,
BbICKa3blBaHWN, MPEeasIOKEHUA U MHOroro
APYroro B aBTOMatu3MpoBaHHOM PEXMME.

Mo Hawemy MHeHuo, co3gaHue 6oTa C
NCKYCCTBEHHbIM WHTENNEKTOM no 6Gopbbe ¢
pacnpocTpaHeHMeM HApPKOTUKOB B MHTEPHETe
MO3BONUT  LEHTpanu3MpoBaTb Bce 3adayu
NpaBOOXpPaHUTENbHbLIX OpraHoB no 6opbbe ¢
HaPKOMNPECTYMHOCTbIO C MOMEHTa BbISABIEHUSA
1 GNOKMPOBKM canToB 40 cbopa AoKka3aTenbCTB
MO YrofioBHbIM Aenam.

Mcnonb3oBaHMe  UCKYCCTBEHHONO  WHTEn-
nekta B 6Gopbbe C HapKONPEeCTYMHOCTbIO He
noTpebyeT [OOMNOMHUTENBHOMO 3akoHoAaTeNb-
HOro perynupoBaHusl, T.K. FOCy4apCTBEHHbIE
opraHbl PK obnagatoT OoCTaTtouHbIMW MOMHO-
MOYMAMM AN BbISBMEHUMST U NpecevyeHus
NPOTUBO3aKOHHOW TOProBnM HapKoTMKaMu B
CETU NHTEpPHET.
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